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YctaHoBKa n Hactpouka CKI1 B cucreme

1. YcTaHOBKa 35IeKTPOHHOro naeHtudgumnkartopa

(Rutoken).

YcTaHOBKa A0mKHa OCYLLECTBIIATLCA TOJIbKO C NpaBaMu NoOKanbHOro agMMHUCTpaTopa.

BHumanwne!!l Mpexae Yem ycTaHaBNmMBaTh ApaviBepa, yoeanTech, YTO SNEKTPOHHbIM MAeHTUdNKaTop
Rutoken, He npucoeauHéH k USB-nopTy Bawero komnbtotepa/HoyTOYKa.

1. 3anmyctuTe yCTaHOBKY JApaiBepa
Rutoken, kak rmoka3aHo Ha PUCYHKE.

2. Haxwmute kHONKy «Next», 4To0bl
HOPUCTYIUTh K HHCTAJUIALIUU
JpaiiBEpPOB B CUCTEMY.

i3 rtDrivers.x64.v.2,73.00,0407 msi
3agauv ana Gpalinos ynanok A rtDrivers.x86.v.2.73.00.0407 .msi

Em MepenmMeHoBaTE darn
'y MepemectT darin
) KonmposaTe datin

@ OnybnukoeaTe dann B sebe

() OTnpaeuTe 3TOT darin no
3NEKTPOHHOM NoyTe

¥ YaamTe daiin

{i# Rutoken Drivers x|

Welcome to the Installation program for the
Rutoken Drivers

The installation program will install Rutoken Drivers on your
computer,

To continue, click Next.

< Back

Cancel I




3. Haxxmute knomky «Install», aroOs
Ha4yaTh MPOLECC YCTAHOBKH.

4. ITo oxoHYaHUU Tpoliecca
YCTAaHOBKH, HAXKMHUTC KHOIIKY
«["oToBo». Ecnu, nocie okoHuaHUs
YCTaHOBKH, CUCTeMa Imonpocut Bac
Heperpy3uThCs, BHIIOTHUTE

HeperpysKy.

5. [MogkmrounTte Bamr anekTpoHHBIH
unentudukarop Rutoken
cBoboHoMy USB-mopty n
JIOXIUTECH MpOoIecca OOHAPYKEHHS
Bamero s5mekTpoHHOTO
uAeHTU(HUKATOPA CUCTEMOM.

h;! Rutoken Drivers :

Ready to Install the Rutoken Drivers

ATTENTION!
Do not connect Rutoken device to your computer before installation is
finished! If Rutoken is already connected, disconnect it.

Click Install to begin the installation.

Click Cancel to exit the wizard.

InstallShield

Cancel

< Back

{i? Rutoken Drivers

Rutoken Drivers have been successfully
installed!

The Installation program has successfully installed Rutoken
Drivers.
Click Finish to exit the wizard.

< Back I Finish I Gancel

2. YctaHoBka KpuntollPO CSP.




1. 3anmyctuTte daiin ¢ ycTaHOBKOU
nporpammel KpunrolIPO CSP, kak nokazaHo
Ha PUCYHKE.

2. B OKHE IpUBETCTBUS YCTAHOBKH HAKMUTE
KHOIIKY «/Jlamee».

3. BHUMaTenbHO 03HAKOMBTECH C
JMILIEH3UOHHBIM coraiieHueM. Boibepure
IIYHKT «$] npuHUMar0 yCioBHs
JUILIEH3UOHHOTO COIVIAIIEHUS» U HAXKMHUTE
KHOIIKY «/Jlamee».

cl-rus

3agauv ana dpainos Mnanok A 5 csp-x64-ke1-rus.msi

@[] NepenmerosaTe dakin

'y MepemectyTe darin

) Konmposate datin

@ OnybnukoeaTe dakin 6 sebe

:-j OTNpaeMTE 3TOT dhakin no
3NEKTPOHHOM NoYTe

X Yaanute datin

{i Ycranoska “"Kpuntoflpo CSP

Bac npvBeTCTBYET NPorpamMMa ycTaHOBKU
"KpunTolpo CSP (KC1)"

Mporpamma BeINOAHKT ycTaHoeky "KpunTolpo CSP" Ha
KOMNBHOTER. ANA NPOADNMEHUA HAaXMUTE KHONKY "fAanee”.

NPEAYNPEX AEHWME: AaHHaA NporpamMMa 3allMLEeHa 33KOHaMK
0l 3BTOPCKMX NPABAX W MEXAYHAPOAHBIMM COMNAWEHUAMA,

Kpunrolipo CSP
3.6

< Hazapn OTMEHa

|§ ¥craHoska "Kpuntollpo CSP"

JlensMoHHoe cornaweHve

MowanyAcTa, BHUMaTENBHO NPOYTHTE CREAYHOWEE MUEH3HOHHOE
COrNaWeHHe.

BHWUMATENBHO O3HAKOMBTECH C NMLIEH3 MOHHBIM COTNALLEHWMEM HA 4 |
MCNONb30BAHWE M3 AENKMA

NUUEH3WOHHOE COIMAILIEHUE b

1. Tep

1.1. HacToawee JMUEH3MOHHOE cornaweHwe AasnaeTca obwel odepToit mexpy 000
"KPUOTO-NPO" 1 MonbsosaTenem - QU3MHECKMM MAK OPMAMYECKMM NMUOM. HacToawee
MUMUEH3MOHHOE COMNaleHWe B CRyY4ae COrNackd, BbIPEKEHHOMD B GOpMe MONYEHMA B
TedeHWe 7 AHEN C MOMEHTa NpWOBPETEHWA NpaBa Ha MCNoNb30BaHWe WM3penua, &
COOTBETCTEMM co CT. 433 MK PD umeeT cuny gorosopa.

1.2. Mop Wsgenvem NOHWMEETCA nporpammakomnnekc nporpamm ana 3BM, sxknodas
HOCWMTENM WM AOKYMEHTALMIO, 2B TOPCKME NPaBa Ha KOTOpble NpuHagnexat 000 «KPUNTO- LI

ibl M ONpeje

o A OPHHHUMAEHD YCNOBMA NMUEH3ZHOHHOrO COI"IIaLI.leHHﬂE

" A He NPHHMMAHD YCNOBHA NMUEH3HOHHOMO COrNAWEHHA

I Aanee > I

< Hazaa OTMEHE




4. B npeniokeHHOM OKHE HE BBOJIUTE
HUKAaKYI0 HH(OPMALINIO, TPOCTO HAKUMAETE
«laneey...

5. B cinepyroneM OKHE HUA YEro HE MEHSIITE.
Bam Gyner ycrtaHoBIieH cTaHAapTHBINA HAOOp
KOMITIOHCHT.

6. Haxxmure KHOIIKY ((yCTaHOBI/ITL)), HC
HN3MCHSA HU KaKHUX IIapaMETPOB.

|§ Y¥craHoBka "Kpunrollpo CSP™

CeeaeHvna o nonb3oBarTene

YKa¥MTE CBEABHHA O cefie,

[MonbsoBaTens:

OpraHusauma;
CepHiHBIN HOMep:

[ H H I I |

BEEAMTE CEPHHHBIM HOMED, COOTEETCTBYHOWMA NMUEH3HOHHOMY COMNALIEHHHD,
Be3 3a4aHHOro CepMHHOrD HOMEPa CPOK AEHCTBMA NPOAYKTa TPH MECALA.

< Hazaa l fanee > l OTMEHa I
{i# Ycranoska “Kpuntollpo CSP™ ] x|
Bua, yCTaHOBKK
Beibop HanbBonee NOAXOAAWErD BHAS YCTAHOBKH,
BeifEpHTE BHA YCTAHOBKH.
ByAeT YCTaHOBNEH CTaHASPTHEIM HaBop KOMNOHEHT,
o
(" Boibopounas
BbiGop HeoBX0AWMEIX KOMNOHEHTOB NPOrPatMel M NankH, B
KOTOPOH OHK By AYT YCTAHOBNEHE!, PACCYMTAHA Ha ONbITHBIX
nonb30BaTeneH,
< Hazaa I fanee > I QOTMeHa I

|§ YcraHoBKa "Kpuntollpo CSP* ]

Mocne gHWe NpUroToBEeHUA K YCTAHOBKE NPorpamMMbl

MporpamMMa roToea K Ha4any yCTaHOBKH,

BeiGepuTe Tpebyemble BMENMOTEKM NOAAEPHKKM (MOXHO HACTPOMTE NO3XE):
[~ 3aperucTpvpoBaTk CuMTLIBaTENS "PEecTp"
[V 3apercTpHpoBaTh CHMTHIBATENL CMAPT-KAPT
[V 3apervcTpHpoBaTE CHMTBIBATENL ChEMHbIX HOCHTENEH

HaumuTe KHONKY "YCTaHOBMTE", YTOBLI HA4aTb YCTaHOBKY .

Yr1obbl NPOCMOTPETE MAM M3MEHMTE NAPAMETPbl YCTAHOBKH, HaXMUTE KHONKY "Hasaa".
HammuTe KHonky "OTMeHa" ANA BbIXOAE M3 MPOrpaMMel.

< Hazaa OTMEHa




7. I1o okOHYaHUHU TIPOIECCa YCTAaHOBKHU
HaxxMute «["oToBOY.

8. I[To okoHuauun HaxxMurte «[ 0TOBOY.

9. JIns yCTaHOBKH JIMIICH3UH 3aITyCcTUTE (haiin
«IHIEH3Hs. baty,

3atem «lic.reg»

|§ Ycravoska "Kpuntollpo CSP"

193
|kl

MNporpamma yctaHoBku "Kpunrtolipo CSP"
3aBeplueHa

YeTaHoeka "KpunTolpo CSP" yonewHo saeeplweHa. HaxmuTe
KHoNKy "ToToBO" ANA BbIXOAa M3 NPOrpaMMbl,

Kpuntolipo CSP
3.6

OTMEHE

p**

'\I
| LA

AnA y4eTa U3MeHeHHH B HacTporKkax Kpuntolpo CSP
TpebyeTcA nepesarpysKka cucTeMel, Hammute KHonky “da",
yTobbl NepesarpysMTe KoMNbTep cerdac, nkbo kHonky "Het",
4ToBkI BEINONHMTE NEPE3arpy3Ky NO3MEe BPYUHYHD.

csp.lic

3agauu ana dainos unanok A @Iic.reg

. £3 nvueHska.bat
@n MepemmMeHoBaTE dakn

'y MepemecTuTe dakn
KonupogaTe dakn
OnybnukosaTe dakn B Bebe

OTNpaeuTL 3TOT hakn no
3NEeKTPOHHON NoYTe

MevaTaTe dakn

VeOw

X @

¥ aanuTe dann

csp.lic
3apauu ana paiinos ynanok A
[F] nvuerzma.bat

@n MNepenmMeHoBaTe dakn

iy MepemecTute daiin

) KonnpogaTe datin

@ OnybnukoeaTe dakn 6 sebe

:] OTNPaBKTE 3TOT $akn no
3NEKTPOHHON NoYTe

2 Mevatato dakin
¥ ¥aammTe daiin




10. B nosiBuBIIEMCS OKHE HOKMHTE «Jla»

PeaKkTop peecTpa .

\? )/ Bbl ASHCTEMTENEHD X0THTE A0BaBMTE MHGOpMaUHD M3 Hi\Ana FMN MK (10,10,2012)\n1ueHsuallic.reg 6 peectp?

B

3. YcTaHOBKa KOpHeBoOro ceptucukara.

1. Knuknure coxpan€HHbIN haiin
noj HazBanueMm «Root Rosatom
GOST CA Q.cer», mpaBoii KHOIIKOH
MBIIIKH U BEIOEPUTE MYHKT, KaK
MOKa3aHO Ha PUCYHKE.

2. B nosiBUBIIEMCS] OKHE HAKMUTE
KHOIIKY «/Jlamee».

3apauv ana aiinos 1 nanok

JE];D MNepenMeHoBaTE davin

_"y‘ MNepemecTuTe dakn

D KonupoeaTe dakin

6 OnyBnukoeaTe dakin 6 sebe

() OTnpaenTL 3TOT thakin no
3NEKTPOHHOA NoyTe

¥ ¥aanuTe dakin

Apyrve mecta

) AnaMMINTK (10.10.2012)
() Mon aokymeHTE!
) Mok KoMnboTEp

w ) CeTeBoe OKpPY¥HEeHHE

A

Macrep uMnopTta cepTupuKaTos

Rosat ORKHETD

YCTaHOBMTE CepTUdHKAT

A% Format Factory (F)

PZ MpoBEPHTE Ha BMPYCHI

OTKPBITh € NOMOWBHD, ..
B lo6aBnTE B apxvE. ..
B /106aB1TE B 3pXHE M OTNPABHTE NO e-mail. ..

B AofiaenTe B apxve "Root Rosatom GOST CA Q.rar" M oTnpasuTe No e-mail

Change Attributes. ..

OTNpaBnTL

Boipesate
KonnpogaTte

Co34aTb APNbIK
Yaannte
MeperMeHOBaTE

CeoHCTEa

Bac npvBeTcTBYeT MacTep
VvMopTa cepThrKaToB

STOT MacTep NOMOraeT KONMPOBaTE CEPTHHMKATE,
CMMCKK A0BEPHMA M CIMCKK OT3bIBa CEPTHHMKATOE ©
NOKaNBHOTD AWCKA B XPAHMAMLLE CEPTHDHKETOB,

CepTHdHMKaT, BbIASHHBIM LEHTPOM CEPTHDHKALMH,
ABNAETCA NOATEEPKASHUEM BALLEH NMYHOCTH W
COAEPHMT MHPOPMALKMID, HEOBX0AMMYHD ANA 3aWMTEI
AaHHBIX MK YCTEHOBNEHHA 3alUMWEHHBIX CETEBbIX
NOAKNKOYEHHH, XPaHMAMLLE CEPTHHMKATOB - 3TO
06nacTe CUCTEMBI, NPEAHA3HAYEHHAA AN XPaHEHHA
cepTHhHKATOE,

ANAa NpoAOMKEHHA HAaXMHTE KHONKY “Aanee”,

OTMEHa

| m—




3.B CJICOYIOIIEM OKHC, BLI6epI/ITe Mactep uMnopTa cepTudpukaTos

ITYHKT «ITomecTuThb Bce
Xpanunvue ceptudukaTos

cep TI/I(l)I/IKaTBI B Clieayromiee XPaHMNKLLE CEPTHHMKATOB - 3T0 06NACTH CHCTEMBI B KOTOPbIX NPOM3BOANTCA
XPaHWIMIIEC» U HAXXKMUTEC HAa KHOIIKY XPaHEHHE CEPTHHHMKATOB.

«O0630p...».

BbiGop XpaHMAMLLE MOXEeT BbiTb NPpoMsBEAEH Windows aBTOMaTHYECKH, MK Xe
MOMHO YKa3aTh PasMelleHHe CepTHhHKATa BPYYHYHD,

(" ABTOMATHYECKH BbIBPATE XPAHMIMLLE Ha OCHOBE THNA CepTHDHKATA

(% ToMECTHTE BCE CEPTHHMKATE B CNEAYHOLLEE XPaHHMHILE:

%PaHUNMILE CepTUHKATOE!

I Obzop... |

< Hazaa I danee > I OTMEHA

4. Bo BCIUTBIBAIOIIEM OKHE, Bbi6op xpaHunuula cepTudmrkara 21 x|

BbIOEpUTE MYHKT «J[OBEepeHHbIE
KOPHEBBIC IICHTPHI CEPTHPUKALIINY U
"Haxmutre «OK».

BeiGepuTe XpaH1nMILE CcepTHHKATOB,

(] NMnuHble =
D ,\'ll:‘EiEpBHHble KOpPHEEbIE UEHTPEI CEepTH
({1 AoBepUTEntHbIE OTHOWEHHA B NPEANPH
(L] NpoMexyTOUHBIE UEHTPBI CEpTHBHKALMI
({1 AoBepeHHble nsaaTENM

= v
J {7 CenTuhMKATRL K KNTANKIM HP.IT ANRRNA
4 »

" MokasaTe dHsHYECKHE XPaHHAMILA

| QK I OTMEHa I




5. BeruibiBaroliee OKHO 3aKpoeTcs U
y Bac omxHO OBITH Tak, Kak
II0Ka3aHO Ha pucyHke. Ecin
uH(popMalus B noJie «XpaHWINIIE
cepTu(UKaTOB) HE MOSBUIIACH,
BEPHUTECH K MyHKTaM 3, 4 u
IIOBTOPUTE 3TH 11aru 3aHoBO. Ecin
BCE 0TOOPA3UIIOCh, KaK IMOKa3aHO Ha
pUCYHKe, HaxMuTe «/lanee».

6. [1o 3aBepiieHUN HAKMUTE
«["oToBOY.

7. Ilocne 3akpbITHs OKHA «Macrtep
UMIIOPTa CEPTHUPHUKATOB)» CUCTEMA
MOJKET BBIJIATh MPEAYTPEKACHUE 00
ycTaHOBKe cepTu(UKaToB Ha Bai
KoMIptoTep. [lanHoe coobtienme
MOJKET MOSIBUTHCSI HECKOJIBKO pas3.
Kaxxp1i1 pa3 Ha)XMManTe KHOIIKY

«J1A».

MacTtep uMnopTa cepTudUKaTos N x|

XpaHunuue cepTudmKaTos

¥PaHHNKLLAE CEpTHMKATOE - 3T0 0BNACTH CUCTEMb! B KOTOPLIX MPOM3BOAMTCA
XpaHeHHe cepTHHMKaTOB.

BbiGop XpaHMnMLLa MoxeT BbiTe NPoMsBEAEH Windows aBETOMAaTHYECKH, MK Ke
MOMHO YKa3aTk PasMelleHne cepTHhHKaTa BPYYHYHO,

" ABTOMATHYECKH BbIBPATE XPaHMAMILE HA OCHOBE THNA CepTHdHKATA
(% [OMECTHTB BCE CEPTHHHKATEI B CAEAYHOLLES XPaHUAHLLE

XpaHnnuLLE cepTHhHKaTOB!

AoBepeHHbIe KOPHEBbIE LEHTPLI CePTHhHMKALMH

< Hazaa I fanee > OTMEHa |

MacTep uMnopra cepTupuKkaTos 5[

3aBepLUeHVve paboTbl MacTepa
MMIopTa cepTidrkaToB

PafioTa MacTepa MMNopTa CepTHHKATOB YCMELWHD
33BeplUeHa.

BbInK yKasaHb! CNEAYHOLWHE NapaMeTpbl:

¥paHunuwe cepTudHKaTos, BeIpaHHOE NoNB30BaTENEN
Coaep¥aH1e

< Hazaa I [oTOBO I

OTHEHA |

Mpeaynpesxenve cicTembl besonacHocTu il P

1 TOTOBHTCA YCTaHOBKa CEpTHGHKATA OT UeHTPa cepThdHkaumn (LiC) B 3Tom AoMere:
o)

Root Rosatom GOST CA

He yaaetca yT0 cepTud *Root Rosatom GOST CA", OfpatuTeck K "Raot Rosatom GOST CA" M NOATEEPATE Er0 NPOMCXOX ASHHE,
Creayrouve Y1Cna By.AyT NONesHb! ANA ASHHOTD NpoUECCa:

Otnedatok (shal) : BEF40A1D 12D99B56 A119C40B BOB77AAS 611D9CES
MpeaynpesxaeHne:

ECAM YCTEHOBHTL AaHHbIN KOPHEBOH CepTHdmKaT, To Windows KK ByAeT A0BEPATE Mofiomy cepTHibKaTy, BulaaHHomy LIC, YcTaHoKa cepTrdkkaTa fes
OTNEYATKE MOXET NPHBECTH K PHCKY Be30nacHocTH, "Aa" YKa3bIBSET, HTO PHCK NPHHHMBETCA,

YCTaHOBMTD ASHHGIH CEpTHAMKAT?




8. Ecniu mpenpinyiee coobieHne
HE MOSIBUJIOCH, B CIIC/YIOIIEM OKHE
Haxxmute «OK», kak 1okasaHo Ha

PHUCYHKe.

9. Knuknaute coxpan€HHBIN (aiin
o HasBaHueM «Rosatom GOST CA
Q.cer, npaBoii KHOTIKON MBIIIKHA U
BBIOEpHTE ITYHKT, KaK IMOKa3aHO Ha

pHUCYHKE.
3aTeM MOBTOPUTE MYHKTHI 2, 3.

10. Bo BcibIBaroIeM OKHE,
BbIOEpHUTE MyHKT «[IpoMexyToUHbIE
HEHTPBI CEPTUDUKAITIN» U HAOKMHTE
«OK».

Janee no myHkrtam 5-8

MacTep uMnopTa ceptud

.
l ) MMNOpT YCNEWwHo BeINONHEH.

Root Rosatom GOST C& Q.cer
3agaum ana gaiinos v nanok A #2 Rosatom GOST CA Q.cer

®]} NepenmerosaTe hakin

' NepemectnTs darin

‘D KonnpogaTe darn

@ OnybnukoeaTe dann B eebe

;] OTNpaBMTE 3TOT dakn no
3NEKTPOHHOM NoYTe

> ¥Yaamte dakin

Bbifop xpaHunuuLa ceprudrkara d

BeIfepHTE XpaHHMNHWE CEPTHDHMKATOR,

(] NMnuHble -
(] AoBepeHHble KOpHEBbIE LEHTPEI cepTHd
“{_] AoBepHTENbHBIE OTHOWEHMA B NPEANPH

SR k1D OMEN Y TOYHBIE LEHTPLI CepTHHMKALH
“{_] AoBepeHHble H3AaTENM

HE= v
e { j f-F!nTW‘hMK'RThI. K KNTNNRIM HF!IT ANRRNOM:
4| y

[T Mokasate dhHsHHECKHE XPaHUAMLLA

| QK I OTHEHA |

5. YcTaHOBKa nu4yHoro ceptudumkara.




1. TTIo OKOHYaHHH YCTAaHOBKH [ Adobe bridge C55
KOPHEBOTO CEPTH(MKATA, HAKMUTE Lo Adobe Device Central C55

3 Adobe Extendseript Toolkit €55
kHONKY «ITYCK», «IIporpammer» b e e e

packpoiite nanky Kpunro-IIpo u B Adobe Help
BbIOepeTe myHKT Kpumnro-ITpo CSP. O adobe LiveCycle Designer 8.0
Adobe Photoshop €55
(,l\‘:) Apple Software Update
@) Mozilla Firefox
O opera

W~ Kpuntolpo PKI

£ Ceprudmkatel
W Ynpasnedne nrueHskamMK Kpuntollpo PK

2. B oTKpbIBIIEMCSI OKHE, TIEPEUTUTE [Tttt tel L s o i

Ha BKIIAAKY ((CepBI/IC)). Bo Bkimagke

x|

CEPBHC, HAKMHUTE KHOIIKY AononHUTENBHO I ANropUTMBI I EEBOHBCHO'CTb |C Winlogon |

EpEHC
«IIpocMoTpeTh cepTH(hHUKATHI B olie l GGogracestie : p
KOHTCHHEPE. .. ». ~KOHTEHHEP 33KPBITOrO KNHYa

3TH MAcTepa No3B0NAKT NPOTECTHPOBATL, CKOMMPOBaTE MK
YA3NUTE KOHTeﬁHep 3aKPbITOro KNH4a C HOCHMTENA.

|I'Ip01'_ec1'npoBaTb...| CKONMPOBAaTb. .. I ¥aammTe...

~ CepTHdHKaTbl B KOHTEHHEPE 3aKpBITOrO KNKYa
3TOT MacTep NO3BONAET NPOCMOTPETE CEPTHHMKATEI, HaX0AALMECH
B KOHTEHHEPE 3aKpbITOrD KNHYa, M YCTEHOBHTE MX B XPaHHAMILE
CEPTHDHMKATOB,

MpocMOTPETE CEPTHRMKATEI B KOHTEHHEDE. ..

"~ NT4HEIR cepTHdMKaT
3TOT MacTep NO3BONAET CBA3aTE CepTHdMKAT M3 dakina c
KOHTEHHEPOM 33KPBITOrO KNHOYa, YCTAHOBME 3TOT CEPTHMHMKAT B
XPaHUNHLLE,

YCTEHOBMTE IMYHBIN CEpTHDMKAT. .. I

~Mapony 3aKpbITEIX KNHYeH

3T MacTepa NO3BONAT M3MEHEHNUTE Naponk (MMH-KoAbl) 3aKpBITEIX
KNHOYEH MK Y A3NHTb 3aN0MHEHHBIE paHEE NaPONH.,

WM3MEHUTE Naponk. .. | Y AaNMTE 3aN0OMHEHHEIE N3P0MH... l

OK | OTHMEHA | ﬂpmrge;«mm'




I10JI1 ¢ UMCHEM KJIFOUEBOT'O -
KoHTenHep 3aKpbITOro Karo4a

KOHTeﬁHepa, Ha)KMHUTC KHOIIKY BEEAWTE MNK YKa¥MTE KOHTEHHED 3aKpbITOr0 KNKYa ANA NPOCMOTPa
CepTUHMKATOB B 3TOM KOHTEHHEpe

3. B mostBuBIIEMCH OKHEC, HAIIpOTHUB CepTudvKaTbl B KOHTEHHEpe 3aKpbITOro Knro4a i x|

«O0630p...».

WM& KNHOYEEBOro KOHTEAHEpa!

| Ob30p... I
BEEAEHHOE MMA 33A3ET KNHOYEEOH KOHTEHHED! Mo cepTudmKaTy. . I
{* Monbsosatens
(" KomMnetoTepa
Beifeprte CSP ANd NOMCKa KNHOYEBbIX KOHTEHHEpOB:
Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider _VJ
= Hazaa I Adanee > I OTMEHA

4. ByapTe BHUMATEIbHBI IPH KpunTollpo CSP i

BbIOOpE KIIIOUEBOT0 KOHTEHHEpPA, B 0:09:56
CJIydac €CJIM Ha BalllIeM 3JICKTPOHHOM BblﬁOp KNHOYEE0ro KOHTeaHeDa

HOCUTENEe uMeeTcs 2 1 Dojiee B CNMCKE NoKasblBaTh:

KJ(I)IOquHX KoHTelHepa! Haxmure % ApymecTBeHHbIE MMEHA (" YHMKanbHbIE MMEHa
«OK».

CNMCOK KNHOYEBBIX KOHTeﬁHBpOB Nnonb30EaTENA!

11Ma KOHTEHHEPa

| OK I OTMEHa |

5. Bo BcIIbIBaromeM OKHE BBEIUTE
Pin-kox Barrero aaekTpoHHOTO
KJII0YeBOro Hocurels. Haxxmure
puntollpo CSP
«OKy. Yoenusmmch, 9To 0:09:40

uH(popMaIus ,.§ BeeauTe pin-KoA ANA KOHTeHHepa
. "Rallser-594aez206-a44e-4753-a2ad-69bat2eefbfc"

Ix

EN

Pin-koA: I ooooooooool

[” 3anoMHMTE pin-koa

omea_|




6. [Tone «Ma KIIFOUEBOTO CepTudukaTbl B KOHTEHHEPE 3aKPbITOro Knro4a 3

KOHTCﬁHGp&», JOJIDKHO OBITh

KoHTelHep 3aKpbITOro Karoua
3aIl0JIHEHO UMeHeM Bamero BEEAMTE MMM YKaWMTE KOHTEHHED 3a8KPbITOro KNHYa ANA NpoCMOTRa

KJIFOYEBOI0 KOHTeHepa. Haxxmure CERTIPHKSTOD B 3TON KoFTekkepe
KHOIIKY «/Jlaimee».

WMA KNHYEBOro KOHTEHHEPa:

| OB630p... I
BEEASHHOE MMA 33A3ET KNHOYEBOH KOHTEHHED:! Mo cepTrdHKaTy. . |
{* MNonbzosaTtens
" KoMnbroTepa
BeibepuTte CSP ANA NOMCKa KNHOYEBbIX KOHTEHHEpOB:!
Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider Z|
= Hazaa | fanee > l OTMEHA |

7. HpOCMOTpI/ITe BCC JAaHHBIC CepTuduKkaTbl B KOHTEMHEPE 3aKPbITOro Knro4ya E

CepTI/I“(l)I/IKaTa Y HAXMUTE KHOIIKY SR S A
«CpoiicTtBay». Buumanue!!! Ha MpoCcHMOTPHTE M BblbepHTeE cepTHhHKAT
KapTI/IHKe B ITI0JIAX, SaKpI)ITI)IX
OaHHEpOM, JOJKHBI ObITH Barum

TIEPCOHANIBHBIE JAHHBIE. CepTndmkar: |
CybbeKT: I
AeAcTENTENEH C! I =]

Aevictenrenenno: | I
CepHIAHBIF HoMep: I |

YCTaHOBUTE CBOWCTEA. ..

< Hazaa OTMEHA

=1




8. B OoTKpBIBIIEMCSI OKHE CBEPHTE
JIaHHBIE, 3aKPBITHIC OAHHEPOM H
HaKMUTE KHONKY «Y CTAHOBUTh
cepTuduKkar

9. Ilpu ycTaHOBKE JIMYHOTO
cepTU(HKaTa XpaHHIUILE BHIOPATh
BPYUYHYIO, Ha)xaB KHONKY «O030p».

Obuwwe |C0c1‘aB | MyTe cepTHDHMKALHH |

! =-1 CeepgeHun o ceptudukare

ItoT cepTudMKaT NnpegHa3ZHAYAETCA ANN:

*[oATEEPHASET Y ASNEHHOMY KOMNBHOTERY -
MAEHTHHKAUMID BALEro KOMNBHITEPa

*PazpewaeT WHhpoBaH1e AaHHBIX Ha AMCKE

*3aWmaeT cooblLEeHHA 3NeKTPOHHOM NoYTEI
«1.2.643,100,113.1

*BX0A CO CMApPT-KapToH L]

Koy owsnon:

Kem BbiaaH: Rosatom GOST CA

‘W ECTb 3aKpbITbIM KNHOY, COOTEETCTEYHOLWMA 3TOMY CEPTHRMKATY,

ZaABNEHVE MOCTaBIUHKE

OK

Macrep vMnopra cepTudpukaTos

Xpanunuuie ceptudukaTos

¥PaHMNMLWLAE CepTHMKATOE - 3TO 0BNACTH CUCTEMBI B KOTOPBIX MPOM3BOANTCA
XpaHEeHHWe CepTHDHMKATOE,

X|

Beifop XpaHnnMILa MoxeT BbiTe NpoMsBeAeH Windows aBTOMaTHYECKH, MK e
MOMHO YKa3aTb PasMelleHne cepTMhHKaTa BPYYHYH,

" ABTOMATHYECKH BLIBPATE XPAHHNMILE Ha OCHOBE THNA CepTHhHKaTa

% TloMeCTHTL BCe CepTMdHKATHI B CNeAYHLLEE XPaHHIHLLE:

¥paHrnuWe cepTUdHKaTOE:

I Ob3op... I

< Hazaa I fanee > I OTHEHA




10. B oTkpsIBIIEMCS] OKHE BBIOPATH Bbibop xpaHunviLa cepTudukara 2] x|

nanky «JInunsie». Jlanee nopsiaok

YCTAHOBKH cepTHMHMKATA TIPEKHHIT BeIfepHTE XPaHHMNHLWLE CEPTHDMKATOR,

o] I e
{1 AosepeHHbie KOPHEBLIE LEHTPEI cepThd
{1 AosepuTentHbie OTHOWEHNA B NPEANPH
(] MpomextyTouHbIe WEHTPbI cepTHbHKaUMI
{1 AosepenHbie nsaatenu

= v
3o { —I f‘ﬁnTMI’hMK’RThI. K KENTNNRIM HP.IT ANRRNKM:
4| »

™ MokasaTe hH3HHECKHE XPEHMANLLE

| QK I OTMEHA l

Hanee, 3akponte KpuntolMTPO CSP, noouyepéaHo Haxmnmasi Ha kHomnku «FotoBo» n « OK». YcraHoBka u
HacTpoWMKa NMMYHOro cepTudpmnkata 3aseplueHa!

6. Hactpouka MS Outlook.




1. 3amycture nporpammy MS
Outlook, HaxxMHTE KHOIIKY
«CepBuUC» U BRIOCPHUTE TTYHKT
«llenTp ynpasneHus
0€30I1aCHOCTEIO. .. », KaK
MOKa3aHO Ha PUCYHKE

2. B nosiBuBI1IEMCS OKHE
BbIOEpPUTE MYHKT «3alura
3JIEKTPOHHOM MOYTHD» U
HaXXMUTE KHOIIKY
«ITapameTpsbi.

(%) Bxoaswue - Microsoft Outlook

: ®ain  Npaska

i [3dCosgate v i 3 X | a0

Bua Mepexos | Cepeuc h,qeﬁcrsug Cnpaeka

OTnpaenTe/NoAy4YnTh »

Lljmgoﬁpanue no ceTu &

Hailti celyac »

= AapecHasa KHUra... Ctrl=Shift-B
Moura S | = Y
| %ff OpraHusoeate
M36paHHble nanku A ||| Hax
= (33 [paswna u onoBewWweHuna...
L] Bxogsawue Ynop \}3 =P u

=7 OtnpaenexHeie
(&) YaaneHHsbie

MouToBble nanku A
L] Bce anementi noutel v

S| P@' MoyToBkIA AWMK - Hena

3amecTuTenb...
OyYyucTKa NOYTOBOro AWWKA...
O4yuncTuTh Nanky YaaneHHeie"

(3] BocCraHOBUTL yAaNEHHBIE 3NEMEHTEI...

Al YaaneHHke

: B H

(3 Infected Items Dopmb ;
U RsS-kaHansi r Makpoc »
CdS™ 1) f

L:’] Bxoaaume =N HacTpoiika y4eTHEIX 3anucei...

3 XKypHan 6ecep f LleHTp yNpasneHna 6e30NacHoCTbIO. .

4] Noxopawme 3 =

L @ Hexenatenbhas no f Hacrpoika...

L=} OtnpaenenHbie a 1 MapameTpet...

LleHTp ynpasneH1s 6e30nacHoCTbIO i

HaaexHeie usaatenn
Haacrpoiiku

MapameTpel KOHGUAEHLNANBHOCTH %

* 3aWUTa INEKTPOHHON NOYTE -']
O6paboTka BNOXKEHUIA

ABTOMATMYECKaA 3arpy3Ka

WndposaHHan INEKTPOHHAA NoYTa

7 WndposaTs coaepkMMOE M BNOXKEHUA MOXOAALUNX COOBLLEHMIT
5] AJo6aenate UNdpPoEY
[V Otnpasnats noanucaHHsIe COOBLIEHMA OTKPEITLIN TEKCTOM

O 3anpawwneats yeegomaenue S/MIME s Bcex noanucaHHeIX coobueHuni S/MIME

LI : MapameTpel... !

10 NOANMCL K NOX <

Mo yMon4aHuio;

L
BesonacHOCTb MaKpOCOB

MporpammHeiit goctyn 75]

3

YAOC

Uudpossie ya0ToBEPEHN MAN CEPTUGUKATE SEARIOTCA AOKYMEHTAMM, KOTOPLIE 06ecnt
6€30NacHOCTE BalWX 31EKTPOHHBIX TPaH3aKLMIA,

Onyéa B rN06 CNUACKE 3APECOE... I pT/3) Donyuu

YuTaTh KaK 06bI4HbIN TEKCT




3. B cexunu «CepTuduKatsl u
QJITOPUTMBD» HAKMUTE KHOIIKY
«Bp10paThy.

4. BeiOepute HYXHBbIH
ceprudukar u HaxmuTe «OK».
Buaumanue! B none «Komy
BBIZIaH» JTOJDKHA OBITH (paMUITUS
BJIaJeJIbLIa KITIOYa.

M3MeHeHWe HacTPorKU 6e30nacHoCTH XI

HacTporika BesonacHoCTH

MMA KOHMrypaLmm:
[l

BopMaT KpUNTorpadgmm: |SIMIME

L L

™ Hactpofika E30NacHOCTH MO YMONYaHKID ANA 3TOro GopMaTa

[™  HacTpotika no YMon4aHnie ANA BCeX coobLIEHMI

MeTku Be30NacHOCTH. .. | Cosaate YAanuTE | [1&pGAb... |

CepThdHKaTl M aNropHTHbI

CepTHHKaT NoAMMCH: I‘ —_
ANFOPUTH XEWHPOBAHKA:  |GOST R 34.11-94 4

CepTrdHrKaT WhdpoBaHua: I Beibpate... I
ANropuTM WHHPOBaHUA: |GOST 28147-89 LI

V' Mepeaasath cepTHdMKaThl C cOOBLLEHMEM

| QK I OTMEHa I

Bbibop cepTudukaTa b 21 x|

BoiGeprTe cepTHhMKAT.

DOK AEHC. ..

| OK I OTMEHA MpocMoTp cepTUdMKaTa |




5. Ecnu uMmst KoHpUTrypanuu
OTCYTCTBYET, BBEIUTE €I'0
BpY4YHYIO U HaxmuTe «OK».
3akpoiite LlenTp ynpapieHus
0€30MaCHOCTHIO.

6. Co3paiiTe HOBOE IUCHMO.
Tenepb B OKHE B CO3AaHUS
MUCHhbMa MOSBUIMCH 2 KHOIIKHU
«3amuppoBaTh» U
«ITonnmucare». Mcnonp3yiite ux
JUIsL OTIIPaBKU
KOH(UICHIIMATHHBIX TTHCEM.

M3MeHeHWe HAaCTPoWKK Be3onacHoCcTH

HacTporika Be3onacHocTH

WMA KoHGMrypaumm;

| config|

Lef Ll

dopMaT KpunTorpadmm: |SIMIME

[ HacTpoiika 6e30NacHOCTH N0 YMONYaHHID ANA 3TOro GopMaTa
[~ Hactpolika no yMon4YaHiie ANA Bcex cooblleHm

MeTkH Be30MacHOCTH. .. | Co3aaTb

1=
o

YAanuTE | BOJIB |

CepThdHKaTLl M aNrOpHTHbI

CepTudHKaT NoaAnMcH: l BelbpaTe. ..

ANrOPHTH XEWMPOBaHHA: |GOST R 34.11-94

f i

CepThdHKaT WbpoBaHHa: f BeifpaTe...

=
ANropuTM WHPOBAHKA! |GOST 28147-89 Ll

V' Mepeaasath cepTHdHKaTh! € COOBLLEHHEM

[ o |

OTMEHa I

YcranoBka Onekrponnoit Llndporoii [loamnucu 3aBepieHa.

HTML) - =X

e Gl ~

5 2 R A
e v

KWTe BusuTHaa Kanenpape Moanuce K &_, Opdorpadpua

MEHT KapTo4kKa~ v ucnontermo - | & ¥

Bxawo4unte MapameTpel % | |[pasonucaHmne

Ecnu H14ero He nomorno, nepe3soHuTe no tenedoHy +7 (495) 787-7428, Hawum cneumanucTbl
noackaxyT Bam pelueHue aton npobnemsi.
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7. W\ameHeHue NMUH-kopa.

1. naxmure kaonky «I[IYCK», [ Adobe bridge €55
«[IporpaMmbI» pacKpoiTe marmK N5 abbepsice e o
p p p p y u Adobe ExtendScript Toolkit €55
KpHHTO‘HpO u BBIGepeTe ITYHKT |8 Adobe Extension Manager CS5
Kpurnro-ITpo CSP. Bl dobe Help

9 Adobe LiveCycle Designer 8.0
adobe Photoshop €55
@) Apple Software Update
@) Mozila Firefox
0 Opera
KpunTo-Mpo KpunTolpo CSP
W~ KpunTolpo PKI
EP Ceprrdmkare:
W~ Ynpasnedue nuueHskami Kpuntolpo PKI

2. Ha Bxnagke «CepBUC» HAKMUTE Kpuntollpo CSP [

KHOIIKY «3MEeHUTH [MapoJib».

14

X|

AononHUTENEHD I ANropyTMbl | BesonacHoCcTE | Winlogon I
Obwme | OfopyaoBaHHe Cepeuc

—KOHTEHEep 3aKpbITOro KnkYa
3TH MACTEpa NO3BONAMT NPOTECTHPOBATE, CKONMPOBATE MAK
¥AANMTE KOHTEHHED 3aKPbITOMD KNHYa © HOCHTENA.

|I'Ip01ecTMpOBaTb...| CKONMPOBAaTb... | ¥YaanuTe...

—CepTHdHKaTEl B KOHTEHHEPE 3aKPbITOro KNYa

3TOT MacTep NO3BONAET NPOCMOTPETE CEPTHDMKATEI, HAX0AALWLMECA
B KOHTEHHEPE 3aKPbITOro KNHYa, M YCTEHOBMTE MX B XPaHHUAMIWLE
CEPTHDHMKATOE,

MpocMOTRETE CEPTHDMKATEI B KOHTEHHEDE. ..

~ INM4HBIM cepTrdKMKaT

3TOT MacTep NO3BONAET CBA3aTE CepTHhHKAT M3 dakina c
KOHTEHHEPOM 33KPbITOrD KNHYa, YCTEHOBHME 3TOT CEPTHRMKAT B
XPaHUNMLLE,

YCTAHOBMTE AMYHBIN CEPTHRMKAT.. . |

MaponK 3aKpbITbIX KNHOYeH

3TH MaACTEPa NO3BONAMT M3MEHEHUTE Naponk (MMH-Koabl) 38KpBIThIX
KNHYEH MK Y AaNHTE 3aN0OMHEHHBIE PAHEE NaponH.

W3MEHUTE Naponk. .. I ¥ A3NMTE 3aNOMHEHHEBIE OSPOH.. . |

OK I OTMEHA I ﬂpmmeHMTbI




HYKHBIN 3aKPBITBIA KITIOY. .
KoHTelHep 3aKpbITOro Knro4ya

BBEAMTE MM YKa¥MTE KOHTEHHED 3aKPBITOMD KNKYa ANA NpOCMOTRa
CepTHPHKATOB B 3TOM KOHTEHHEPE

3. Haxxmure «O630p» u BBI6epI/ITe CepTudurKaTbl B KOHTEWHEpE 3aKpbITOro Kno4ya 5’

MMa KnroYesoro KOHTeﬁHepa:

| OB630p... I
BEEAEHHOE MMA 3343ET KNHYEBOH KOHTEHHED: Mo cepTrdrkaTy. . |
{* MonbsosaTens
(" KomnbtoTepa
BelbepuTe CSP ANA NOMCKa KNHOYEELIX KOHTEHHEPOB:
ICrypto-Pro GOST R 34.10-2001 Cryptoaraphic Service Provider ZI
= Hazag I danee > I OTMEHa

4. Buemte nelicroyionii TTHH- x

KO . 0:09:40
,.%9 BeeauTe pin-KoA ANA KOHTeHHepa
- "Rallser-594ae206-a44e-4753-a2ad-69badzeefbfc"

EN

Pin-koa: | eesssssses

™ 3anomHKTL pin-koa

5. Beenute HOBbIM [TMH-KOT 1 Kpuntollpo CSP i x|

IOBTOPHUTEC €TO B I10JIC 0:09:49

«HOI[TBGp)KI[eHI/Ie». Ha)KMI/ITe i ) BeeauTe asaxabl HOBbIH Din'KOﬂ Aana KOHTBﬁHeDa
«OK» L "Rallser-594ae206-a44e-4753-a2ad-69bab2eefbfc"

(¢ YCTaHOBMTE HOBBIM Naponk EN

HoBbWi pin-koa: | seees

MoaTEEPHABHHE: | seeee

OTMeHa I MoapofHee == |

MUH-Koa n3meHeH, Tenepb 3akpointe Kpnntolpo CSP Haxkae «anee», «FotoBo» N «OK».




