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(pen. ot 14.05.2020)
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OpraHM3auMOHHbIX N TEXHUYECKUX Mep NOo
obecneyveHmnto 6€30MacHOCTN NEPCOHAsbHbIX
OaHHbIX Npn nx obpaboTke B MHPOPMALIMOHHbBIX
CUCTEMax NepCoHasbHbIX AaHHbIX"

(3aperncrtpuposaHo B MuHtocTe Poccum
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Mpuka3 ®CT3K Poccvm ot 18.02.2013 N 21
(pen. ot 14.05.2020)
"06 yTBepxaeHun CocTaBa U COAEPXaHNS OPraHU3aUMOHHbIX U TEXHM...

[okymeHT npepoctasneH KoHcynbTaHTI0C
[aTta coxpaHeHus: 17.01.2022

3apeructpupoBano B Muntocte Poccuu 14 mas 2013 r. N 28375

®EAOEPAJIbHAA CNTYXBA NO TEXHUYECKOMY U SKCMOPTHOMY KOHTPOIJIIO

NMPUKA3
ot 18 dbeBpansa 2013 r. N 21

Ob YTBEPXAOEHUUN COCTABA U COAEPXAHUA
OPIrAHU3ALUUNOHHBLIX U TEXHUWYECKUX MEP NO OBECIMNEYEHUIO
BE3OMACHOCTU NEPCOHAJIbHbIX AAHHbLIX NMPU UX OBPABOTKE
B UH®OPMALIMOHHbIX CUCTEMAX NMEPCOHAJIbHbIX AAHHbIX

Crucok M3MEHSIONMUX TOKYMEHTOB
(8 pen. ITpukazop ®CTIK Poccum ot 23.03.2017 N 49,
ot 14.05.2020 N 68)

B cootBercTBHM ¢ yacThio 4 cratbu 19 denepanbHoro 3akona ot 27 urong 2006 r. N 152-®03 "O
nepcoHalibHBIX NaHHBIX" (CoOpanue 3akoHoaarenbcTBa Poccuiickoit deneparuu, 2006, N 31, ct. 3451;
2009, N 48, ct. 5716; N 52, ct. 6439; 2010, N 27, c1. 3407; N 31, c1. 4173, c1. 4196; N 49, ct. 6409;
2011, N 23, cr. 3263; N 31, ct. 4701) u [lonoxenuem o denepanbHOi CayKO€ MO TEXHUYECKOMY U
SKCIIOPTHOMY KOHTPOJIIO, YTBEpKAEeHHbIM YKa3zoMm IIpe3unenta Poccuiickoit ®denepanuu ot 16 aBrycra
2004 r. N 1085 (Cobpanue 3axkonomarenbctBa Poccuiickoit ®eneparuu, 2004, N 34, ct. 3541; 2006, N
49, ct. 5192; 2008, N 43, c1. 4921; N 47, ct. 5431; 2012, N 7, ct. 818), mpuka3siBaro:

1. YTBepZ[I/ITI) npujaaracMabIC CocraB u COZCPIKAHNEC OPraHU3aAlMOHHBIX W TCXHHUYCCKUX MCP IIO
oOecrneyeHNI0 OC30IMaCHOCTH MEPCOHAJIBHBIX NAHHBIX MPU UX 06pa60TI<e B I/IH(I)OpMaLII/IOHHLIX CHUCTEMAxX
MNEPCOHANIBHBIX JaHHBIX.

2. Ilpusnare yrtpatuBmnuM cuiy npukaz3 @CTIK Poccum ot 5 despans 2010 r. N 58 "O6
yrBepxaeHuH [lonoxkeHns o MeTogax U crocodax 3amuThl HHPOpMAIMK B UHHOPMALMOHHBIX CUCTEMAaxX

NepCOHANIbHBIX JaHHBIX" (3apeructpupoan MuntoctoM Poccun 19 despans 2010 r., peructparioHHbIH
N 16456).

Jupexrop

denepanbHOi CITy>XObI IO TEXHUYECKOMY
1 DKCIIOPTHOMY KOHTPOJIFO

B.CEJIMH

YTBepKICHBI
npukazom ®CTIOK Poccun
ot 18 ¢espansa 2013 r. N 21
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COCTAB U COOAEP>XXAHUE
OPIrAHU3AUUNOHHBLIX U TEXHUWYECKUX MEP NO OBECIMNEYEHUIO
BE3OMACHOCTU NEPCOHAJIbHbIX AAHHbLIX NMPU UX OBPABOTKE
B UH®OPMALIMOHHbIX CUCTEMAX NMEPCOHAJIbHbIX AAHHbIX

CHucoK M3MEHSIONMUX TOKYMEHTOB
(8 pen. ITpukazop ®CTIK Poccum ot 23.03.2017 N 49,
ot 14.05.2020 N 68)

. O6wme nonoxeHns

1. Hacrosiuii JOKyMeHT pa3paboTaH B COOTBETCTBUHU € 4acThio 4 cratbu 19 denepanbHOro 3aKkoHa
ot 27 mronst 2006 r. N 152-®3 "O nepconanbHbix naHHbIX" (Cobpanue 3akoHOIaTENbcTBA Poccuiickoit
®enepanuu, 2006, N 31, ct. 3451; 2009, N 48, ct. 5716; N 52, ct. 6439; 2010, N 27, ct. 3407; N 31, cT.
4173, ct. 4196; N 49, ct. 6409; 2011, N 23, ct. 3263; N 31, ct. 4701) u ycTraHaBIMBaeT COCTaB U
COJIep’)KaHUE OPraHU3ALMOHHBIX W TEXHUYECKHX Mep MO O0EeCHeueHUI0 0e30MacHOCTH MEePCOHATbHBIX
JaHHBIX TIPH WX 00paboTke B MH(MOPMAIMOHHBIX CHCTEMaxX MEPCOHANBHBIX JTaHHBIX (Jajee - Mephl 1Mo
oOecrnieueHr0 0€30MacHOCTH MEPCOHAJBHBIX JAHHBIX) IS KaXIOTO M3 YpPOBHEH 3alUIIEHHOCTH
MEPCOHANBHBIX JaHHBIX, YCTAHOBJICHHBIX B TpeOOBaHUSX K 3allUTE MEPCOHATBHBIX JAHHBIX TPU UX
00paboTke B MH(OPMAIMOHHBIX CHCTEMax IEPCOHANbHBIX JAaHHBIX, YTBEPXKIACHHBIX MOCTAHOBICHHEM
[TpaButensctBa Poccuiickoit ®@enepanuu ot 1 HOs0ps 2012 r. N 1119 (CoOpanue 3axkoHOIATEIHCTBA
Poccuiickoit ®eneparuu, 2012, N 45, ct. 6257).

Mepsl o oOecriedeHHi0 0€30MaCHOCTH NEPCOHAIBHBIX JAHHBIX TNPUHUMAIOTCS JJIS 3aIUThI
IIEPCOHAJIBHBIX JAHHBIX OT HENPABOMEPHOIO HIIM CIYy4alHOrO [JOCTYNa K HUM, YHUYTOXEHUS,
U3MEHEHUs, OJIOKUPOBaHUS, KOMUPOBAHUS, IPEIOCTABIICHNUS, PACIIPOCTPAHEHUS NIEPCOHAIBHBIX JaHHbIX,
a TaKXKe OT MHBIX HEIIPABOMEPHBIX IEUCTBUI B OTHOIICHUH IIEPCOHAIBHBIX JaHHBIX.

B HacrosimemM [JOKyMEHTE HE paccMaTpUBAOTCS BOMIPOCHI  oOecreueHHs 0e30MacHOCTH
NIEPCOHAIBHBIX JAHHBIX, OTHECEHHBIX B YCTAHOBJICHHOM IOPSJAKE K CBEACHMSIM, COCTaBIISIOLIMM
rOCy/lapCTBEHHYI0 TaillHy, a TakKe€ Mepbl, CBA3aHHbIE C [PUMEHEHHEM MIH(PPOBAIBbHBIX
(kpunTorpau4ecKkux) CpeACTB 3alMUThl HH(OPMALIHH.

2. be3omacHOCTh MepCOHANbHBIX JAHHBIX NpU HUX 00paboTke B HHGOPMALMOHHOW CHCTEME
NEPCOHANBHBIX JaHHBIX (nanee - MHQOpPMALMOHHAs cHCcTeMa) OOECHEeuMBAeT ONepaTop WU JIUILO,
oCylIlecTBIsIoNnee 00pabOTKy MEePCOHANbHBIX JIAHHBIX IO MOPYYEHHIO ONEepaTropa B COOTBETCTBUU C
3aKoHOaTenbCcTBOM Pocculickon denepanui.

Jns BeimoiHeHuss paboT 1o obecreueHuto Oe30MacHOCTH TMEePCOHANBHBIX JAHHBIX MpPH HUX
00paboTke B MH(POPMAIIMOHHOM cUCTEME B COOTBETCTBUHU C 3aKOHOJaTeIbcTBOM Poccuiickoit deneparn
MOTYT TIPHUBIIEKaTbCsl HA JOTOBOPHOM OCHOBE IOPUIMYECKOE JIMIO WIM HWHAWBHIYaJbHBIN
IpeINpUHIMATENb, UMEIOIIUE JIMIEH3UIO Ha JeSTeIbHOCTh 110 TEXHUUYECKON 3alIuTe KOH(PHICHIIMATbHON
uH(popMaLnu.

3. Mepsl o obecrieyeHno 6€30IacHOCTH MEPCOHATBHBIX JaHHBIX PEATU3yIOTCS B pAMKaX CUCTEMbI
3alIUThl TEPCOHAIBHBIX JIaHHBIX, CO3/1aBa€MOM B COOTBETCTBUM ¢ TpeOoBaHMAMHU K 3aluTe
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NEPCOHAIbHBIX JAHHBIX NIpU UX 00paboTke B MHPOPMALMOHHBIX CHCTEMaX MNEPCOHAIbHBIX JaHHBIX,
yTBEep)KIEeHHBIME TIocTaHoBieHueM IIpaButensctBa Poccuiickoit deneparuu ot 1 Hos0ps 2012 r. N
1119, 1 nomKHBI OBITH HAIIPABJIECHBI HA HEUTPATU3ALMIO AKTYalIbHBIX YIpO3 0€30MaCHOCTH MEPCOHAIBHBIX
JAHHbIX.

4. Mepbl no oOecrneyeHHI0 0€30MACHOCTH NEPCOHAIBHBIX JAHHBIX PEAIN3YIOTCS B TOM YHUCIIE
MOCPEJICTBOM NMPUMEHEHHUSI B UH(OPMAIIMOHHON CUCTEME CPEICTB 3aIIUThl HHPOPMALIUH, TPOIIEAIINX B
YCTQHOBJICHHOM IOPSAJKE MPOLENypy OLEHKHM COOTBETCTBHA, B CllydasX, KOI/la NPUMEHEHHE TaKHX
CpeACTB HEOOXOAUMO ISl HEUTpaTU3aIlK aKTyalbHBIX YIpo3 0€30IaCHOCTH NEPCOHANBHBIX JTaHHBIX.

Koncynpsrantlintoc: npumedanue.
Hywmepatust myHKTOB JaHa B COOTBETCTBUH C O(DUIIMAIBHBIM TEKCTOM JJOKYMEHTA.

6. OueHka 3pGEeKTHBHOCTH pPEaTM30BaHHBIX B paMKaX CHCTEMBI 3alUThl MEPCOHAIBHBIX JTaHHBIX
Mep M0 00ECTICUECHUI0 OE30IMACHOCTH MEePCOHATBHBIX JTAHHBIX IPOBOJUTCS OMEPATOPOM CAMOCTOSITEIILHO
WIM C T[pUBJICUYEHWEM Ha JIOTOBOPHOH OCHOBE IOPUAMYECKUX JIMI W  HHIAUBUAYaJIbHBIX
MpeANpUHUMATENICH, UMEIOIIUX JIUIIEH3UI0 HA OCYIIECTBJICHHE JEATEIbHOCTH MO TEXHUYECKOW 3aIluTe
KOH(pUACHIIMAIbHON HH(pOpMaIuu. YKa3aHHas OIICHKA ITPOBOJIUTCS HE PEXE OJTHOTO pas3a B 3 roja.

7. Mepbl mo o0ecriedeHHI0 O€30MacCHOCTH TIEPCOHANBHBIX JaHHBIX MpH HUX 00paboTke B
rOCYJJapCTBEHHbIX MH()OPMALMOHHBIX CHUCTEMax IMPUHUMAIOTCS B COOTBETCTBHM C TPEeOOBAHUSAMHU O
3amuTe  MHGOpMAlUM, CcoAepXKalleldcs B TOCYAApCTBEHHBIX  MH(OPMALMOHHBIX  CHCTEMaXx,
ycranaBnuBaeMbiMu @CTOK Poccnn B mpesienax cBOMX MOJHOMOYHUI B COOTBETCTBUHU € YaCThIO 5 CTaTbU
16 PenepanpHoro 3akoHa ot 27 wmtons 2006 r. N 149-®3 "OO6 wunbopmanmu, WHOOPMAITHOHHBIX
TeXHoJIorusAX U o 3ammre nHpopmanun" (Cobpanue 3akoHoaarenbcTBa Poccuiickoit @enepanuu, 20006,
N 31, cr. 3448; 2010, N 31, ct. 4196; 2011, N 15, ct. 2038; N 30, ct. 4600; 2012, N 31, ct. 4328).

Il. CocTtaB cogepXxaHue Mep no obecneyeHuto 6e3onacHoCcTn
nepCcoHanbHbIX AAHHbLIX

8. B cocras MCp 11O obecreueHn0 OS30IMacHOCTH NEPCOHANIBHBIX JAHHBIX, PCAJIN3YCMBIX B paMKax
CHUCTCMbI 3alIUTBhI MEPCOHAIBHBIX AAHHBIX C YUYCTOM aKTYAJIbHBIX YI'PO3 0e30macHOCTH MNEPCOHAIBHBIX
AAaHHBIX U IIPUMCHACMBIX HH(bOpMaHHOHHLIX TCXHOHOerI, BXOJAT:

uAeHTU(PUKAIMS U ayTeHTU(DUKAINSA CYyObEKTOB JOCTYIA U OOBEKTOB JIOCTYIA;
yIpaBJIeHUE JOCTYIIOM CyOBEKTOB JOCTYIA K 00BEKTaM JIOCTYTIa;
OrpaHHYEHUE MPOTPaMMHON CPEJIbI;

3alIUTa MAlIMHHBIX HOCHTENeW HH(OpManuH, Ha KOTOPBHIX XpaHATCS U (Miu) oOpabaThIBarOTCS
MepCOHANbHBIE TaHHbIE (JaJiee - MalTMHHbIE HOCUTEIH MEPCOHATIbHBIX TaHHBIX);

peructpaius COObITHI 0€30MacHOCTH;

AHTUBUPYCHAs 3aIlIUTa;
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oOHapykeHHe (MPETOTBPAIICHHUE) BTOPKCHHUI;

KOHTPOJIh (aHAIN3) 3AIIUIIICHHOCTH MEPCOHATBHBIX TaHHBIX;

o0ecrieyeHne 1eI0CTHOCTH HH(POPMAITMOHHOW CHCTEMBI M IEPCOHATTLHBIX TAHHBIX;
obecrnieueHrne JOCTYITHOCTH MEPCOHATBHBIX JTaHHBIX;

3alUTa CPeIbl BUPTYAIHU3AIINH;

3aIUTa TEXHUISCKUX CPEJICTB;

3anuTa HHPOPMAIMOHHOW CHCTEMBI, €€ CPEICTB, CUCTEM CBSI3U U NEpeauu IaHHbIX;

BBISIBJICHUE WHLUJCHTOB (OJHOTO COOBITUS WJIM TPYIIIbI COOBITUI), KOTOPbIE MOTYT MPHUBECTH K
cOOsIM MM HapyUIeHHIO (PYHKIMOHUPOBAHMUS HMH(OPMALMOHHOM CHCTEMBbl M (MJIM) K BO3HUKHOBEHMIO
yrpo3 0€30MacCHOCTH EPCOHANBHBIX JaHHBIX (Jajiee - MHIMIEHTHI), 1 pearnpoBaHNUE Ha HUX;

yrnpaBieHue KoHpurypanueii MHPOPMAIMOHHOW CUCTEMbl M CHUCTEMBI 3alllUThl MEPCOHATBHBIX
JTAHHBIX.

CocraB u COACPIKAHUC MEP I10 obecneyeHnro 0€30MacHOCTH NEPCOHAJIbHBIX JAHHBIX, HCO6XO,Z[I/IMBIX
JJIA obecrnieueHus Kaxjgoro us3 ypOBHeﬁ 3AIIUIICHHOCTU TMCPCOHAJIBHBIX [OAaHHBIX, IIPUBCACHLBI B
MPUIIOKCHUHU K HACTOAIICMY JOKYMCHTY.

8.1. Mepsl 1o uaeHTU(UKAIMM U AyTEHTHQHUKAIUU CyOBEKTOB JOCTYNIa U OOBEKTOB JOCTyHa
JOJDKHBl  O0eclieunBaTh IPHCBOCHHE CYOBEKTaM U O00BeKTaM JOCTyla YHHUKAJIbHOIO IpH3HaKa
(unenTudukaropa), CpaBHEHHE NPEIBIBISIEMOrO0 CyObEKTOM (0OBEKTOM) JOCTymna HAEHTH(]UKATOpa C
NEepeYHEeM MPHUCBOCHHBIX MJICHTU(UKATOPOB, a TAKXKE MPOBEPKY MPUHAMIEIKHOCTU CYOBEKTY (OOBEKTY)
JI0CTYTIa MPEIbABIEHHOTO UM UAEHTU(UKATOpa (ITOATBEPKIEHUE MOUIMHHOCTH).

8.2. Mepbl MO YOpPaBICHUIO JOCTYIIOM CYOBEKTOB JOCTyHa K OOBEKTaM JOCTyIa JIOJIKHBI
o0ecnieunBaTh yNpaBiI€HUE MpPaBaMU U NPUBHIETUSIMH CYOBEKTOB JOCTYIa, pa3TpaHUYEHHUE J0CTyIa
CYOBEKTOB JI0CTyNa K 00BEKTaM JJOCTYIA HAa OCHOBE COBOKYITHOCTH YCTaHOBJIEHHBIX B HH(OPMALIMOHHOM
CHCTEME IpPAaBHJI pa3rpaHUYEHUs JOCTYIa, a TaKKe OOEeCleYMBaTh KOHTPOIb 33 COOJIIOJICHHEM 3THX
IIpaBUIL.

8.3. Mepbl MO0 OTpaHUYEHHIO MPOrPAMMHOM Cpenbl JOJIKHBI O0EeCreunBaTh YCTAHOBKY U (MJIN)
3allyCK TOJIBKO pa3pelIeHHOr0 K HCIHOJb30BAHUIO B HH()POPMAIMOHHOW CHCTEME IPOrpaMMHOIO
o0ecrieyeHrs WJIM HUCKIIOYaTh BO3MOXHOCTh YCTAaHOBKM M (WJIM) 3amycka 3alpelieHHOro K
MCIOJIb30BAHUIO B MH(POPMAITMOHHOW CHCTEME MPOrPaMMHOI0 00eCTIeYeHHUS.

8.4. Meppl MO 3amMTe MAIIMHHBIX HOCHTENEH MEepCOHANbHBIX JAHHBIX (CpeAcTB 0O0pabOTKU
(XpaHeHUs) IEPCOHANBHBIX JTAHHBIX, CbEMHBIX MAIIMHHBIX HOCUTENIEH MEePCOHATBHBIX JaHHBIX) JOJKHBI
UCKJTIOYaTh BO3MOXKHOCTh HECAHKIIMOHUPOBAHHOTO JJOCTYIA K MAIIMHHBIM HOCUTENSIM U XpaHAIIMMCS Ha
HUX IE€PCOHAIBbHBIM JAHHBIM, a TaKXXE€ HECAHKIIMOHUPOBAHHOE HCIIOJBb30BAHNE CHEMHBIX MAIIMHHBIX
HOCHTEJIEH MePCOHATbHBIX TaHHBIX.

8.5. Mepbl 1o perucTpanuu COOBITHII 0€30MaCHOCTH JOJKHBI OOecreunBaTh cOOp, 3aIuCh,
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XpaHEHUe M 3allUTy UHPOpMAIMHU O COOBITUAX Oe30MacHOCTH B MH(MOPMALMOHHON CHCTEME, a TaKxkKe
BO3MOKHOCTh IIPOCMOTPA U aHaJIH3a UH(OPMAIMK O TAKUX COOBITUSX U pearupoBaHKe Ha HUX.

8.6. Mepbl 0 aHTUBUPYCHOM 3aIIUTE JOJDKHBI 00ECreYrBaTh OOHApY)KeHHE B MHGOPMAIIMOHHON
CUCTEME KOMITBIOTEPHBIX MPOrpaMM MO0 WHOW KOMITBIOTEpHOUM HMH(OpMAINU, MpeIHa3HAYCHHON IS
HECaHKIMOHUPOBAHHOTO YHUYTOXEHUS, OJOKUpPOBAHMS, MOIU(DUKAIMH, KOMHUPOBAHUS KOMIIBIOTEPHOM
uHpOpMalUM WM HEUTpaNIM3allMH CPEACTB 3allUThl WHPOpMAIMU, a TaKKe pearupoBaHWE Ha
oOHapyKeHHE ITUX MPOrpaMM U HHPOPMAIUH.

8.7. Mepbel 1o oOHapyxeHUIO (TPEIOTBPAIICHUIO) BTOPKEHUH JIOJDKHBI —OOECTeunBaTh
oOHapyXeHHe IeHcTBU B HMH(DOPMAIIMOHHOW CHCTEME, HAalpaBJICHHBIX HAa HECAHKI[MOHUPOBAHHBIM
IOCTYn K uHGOpMAIWU, CIHElUalbHble BO3ACHCTBUS Ha HWHPOPMAIMOHHYIO CcHCTeMy U (WIN)
NIEPCOHAJIBHBIC JIaHHBIC B LENSIX JOOBIBAHUS, YHHUUTOXKCHHS, UCKAKCHUS W OJIOKUPOBAHHS JIOCTyNA K
MNEPpCOHAJIbHBIM OAHHBIM, a TaKKC pCarupoOBaHHC HAa 3TU ﬂeﬁCTBHﬂ.

8.8. Mepbl 10 KOHTPOIIIO (AaHATU3Y) 3aLIMIEHHOCTH IEPCOHATIBHBIX JAHHBIX JIOJIKHBI 00€CIeYnBaTh
KOHTPOJIb YPOBHS 3aIIMIICHHOCTH IE€PCOHAJBHBIX JaHHBIX, 00pabaThiBaeMbIX B HH()OPMAIIMOHHON
CUCTEME, IIyTeM IIPOBEACHUSA CUCTEMATUYECKUX MEPOIPUATHUH [0 AaHAIM3y 3allMIIEHHOCTU
MH(POPMAIIMOHHON CHUCTEMBbl W TECTUPOBAHHIO PabOTOCTIOCOOHOCTH CHUCTEMBI 3aIIUTHl MEPCOHATBHBIX
JAHHBIX.

8.9. Mepsl o 00€CTIeYeHHIO METOCTHOCTH MH()OPMAIIMIOHHONW CHUCTEMBI M IEPCOHAIBHBIX JaHHBIX
JOJDKHBL  o0ecrieunBaTh OOHapy)KeHHE (PAKTOB HECAaHKLIMOHHPOBAHHOIO HApYLIEHHUs IEIOCTHOCTH
I/IH(l)OpMaHI/IOHHOI\/'I CUCTCMbI U COJACPKAIIUXCA B HeH MNEPCOHANIBHBIX JAHHBIX, @ TAKXXC BO3MOXHOCTH
BOCCTAaHOBJICHUS WH(POPMALIMOHHOMN CUCTEMBI U COJEPKALIUXCS B HEW NEPCOHANBHBIX JIaHHBIX.

8.10. Mepsl mo oOecreueHnu0 TOCTYIMHOCTH TEPCOHATBHBIX JaHHBIX JOJDKHBI 00€CIeunBaTh
aBTOPU30BAaHHBIM JOCTYN MOJb30BATENEH, UMEIOIUX MpaBa MO JOCTYMY, K MEPCOHAIBHBIM JaHHBIM,
coliepKammmMcss B~ WHPOPMAIMOHHOW  CHUCTEME, B INTAaTHOM peXuMe (DYHKIIMOHUPOBAHUS
MH(OPMALIMOHHON CUCTEMBI.

8.11. Meppl mo 3amure cpeapl BUPTyald3allMd JIOJDKHBI HCKIIIOYaTh HECAHKIMOHMPOBAHHBIN
JOCTYH K TepCOHAJIbHBIM JIaHHBIM, 00pabaThiBaeMbIM B BHPTYalbHOH HHQPACTPYKType, U K
KOMITOHEHTaM BUPTYyadbHOW MHQPACTPYKTYphl U (MJIM) BO3JECICTBHE HA HUX, B TOM YHCIE K CpPEeICTBaM
yIIpaBJIEHUs] BUPTYaJIbHOW MH(PACTPYKTYpOi, MOHUTOPY BUPTYAJIbHBIX MAIIUH (THIIEPBU30pPY), CUCTEME
XpaHEHUs JaHHBIX (BKJIIOYas CUCTEMY XpaHEHHsS 00pa3oB BUPTYyalbHOW HHQPACTPYKTYphl), CETH
nepefayd JaHHBIX 4Yepe3 JJIEMEHTHl BHUPTYalbHOH MM (usnyeckoi HHQPacTpyKTyphl, TOCTEBBIM
OTIEpaIlMOHHBIM CHUCTEMaM, BUPTYaJbHbIM MalllMHAM (KOHTEWHEepaMm), CHUCTeME M CEeTH pEIUIMKAallHH,
TEPMUHAIBHBIM M BHUPTYaJbHBIM YCTPOMCTBaM, a TaKXE€ CHCTEME pPE3EPBHOIO KOIMPOBAHUA H
CO3/1aBa€MbIM €10 KOIHUSM.

8.12. MepsI 10 3a1uTe TEXHUYECKUX CPEJICTB JOHKHBI UCKIHOYaTh HECAHKIIMOHUPOBAHHBIN TOCTYII
K CTallMOHAPHBIM TEXHUYECKHM CpEICTBaM, 00padaThIBAIONIUM TEPCOHAILHBIE JaHHBIC, CPEJICTBAM,
obecnieunBaOIUM (HYHKIIMOHUPOBAHUE HH(DOPMAIIMOHHONW CHUCTEMBI (Jajee - cpelncTBa oOecredeHus
(G YHKIIMOHUPOBAHUSA), U B TIOMEIIEHHUS, B KOTOPBIX OHM TTOCTOSTHHO PACIIOIOKEHBI, 3aIIUTY TEXHUYECKUX
CPEJICTB OT BHEIIHUX BO3JICUCTBHI, a TaKk)Ke 3aIIUTy MMEPCOHANbHBIX JIAHHBIX, MPEICTABICHHBIX B BUJIE
MH(OPMATHUBHBIX MEKTPUUECKUX CUTHATIOB M (PU3NUECKHUX MOJIEH.
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8.13. Mepsl 110 3amuTe HH(HOPMALIMOHHON CUCTEMBI, €€ CPECTB, CUCTEM CBSI3U U Mepelaun JAHHBIX
JOJDKHBL  00€CHeuuBaTh 3allUTy MNEPCOHATBHBIX JAaHHBIX MPHU B3aMMOJEHCTBHM HH(MOPMAIIMOHHON
CHUCTEMBbl HWJIM €€ OTAEIbHBIX CEerMEHTOB C MHBIMM HMH(OPMAIMOHHBIMH  CHCTEMaMH MU
MH(POPMALMOHHO-TEJICKOMMYHUKAIIUOHHBIMUA ~ CETSIMH ~ TIOCPEJCTBOM  NPUMEHEHUS  apXUTEKTYpPHI
MHGOPMALIMOHHOM CUCTEMBl M TNPOEKTHBIX PEIICHHUH, HalpaBIEHHBIX Ha obecredeHue O0e30IacHOCTU
IIEPCOHAJIBHBIX JTaHHBIX.

8.14. Mepbl 1O BBIABICHHUIO MHUUAECHTOB M pEarupoBaHUIO Ha HMUX JOJDKHBI 00ecreuuBaTh
oOHapyKeHHe, UICHTH(PUKALINIO, aHATH3 UHIUACHTOB B HHPOPMALIMOHHOW CHUCTEME, a TaKKe MPUHSATHE
Mep 10 YCTPAHEHHUIO U IIPEIYNPEKICHUIO HHIUJCHTOB.

8.15. Mepbl 1o ympaBlieHHI0 KOHQUTYypanueld WHPOPMAITMOHHON CHUCTEMBI M CHUCTEMBI 3aIUTHI
NEPCOHAJBHBIX  JIAHHBIX  JIOJDKHBI ~ OOECIICYMBATH  YIPABICHUWE HW3MCHEHHSIMH KOH(DHUTrypanuu
WH()OPMAIMOHHOW CHCTEMBl M CUCTEMBI 3allUThl TEPCOHAIBHBIX JAHHBIX, aHAJN3 MOTCHIIMATHLHOTO
BO3/ICHCTBUS TUIAHUPYEMbIX U3MEHEHHI Ha oOecrieueHrne 0e30IaCHOCTH MEPCOHATIBHBIX JTAHHBIX, a TAKIKE
JOKYMEHTHUPOBAHUE ITHX U3MECHEHUH.

9. BLI60p MCp I10 obecreyeHn0 0e30I1acHOCTH ICPCOHAJIbHBIX JAaHHBIX, IIOJICKAIIUX PCAIN3alINN
B I/IH(l)OpMaIII/IOHHOI\/JI CUCTCMC B paMKax CUCTCMbI 3allIUThI IICPCOHAJIBHBIX JaHHBIX, BKIIFOYACT:

ornpeneneHue 6a3oBoro Habopa Mep 1o obOecreyeHHro Ge30MaCHOCTH MEPCOHAIBHBIX JaHHBIX Ui
YCTQHOBJICHHOTO YPOBHS 3alIMIIIEHHOCTH MEPCOHATBHBIX JaHHBIX B COOTBETCTBHH C 0a30BBIMU HabopaMu
Mep 1o OOecmeyeHHI0 O€30MacCHOCTH MEPCOHAIBHBIX JIAHHBIX, NPUBEACHHBIMU B MPUIOKEHUH K
HACTOSIIEMY TOKYMEHTY;

ajanTtanuio 6a3oBoro Habopa Mep MO oOOecredeHHI0 0e30IacHOCTH TMEPCOHAIBHBIX TaHHBIX C
YUETOM CTPYKTYpPHO-(DYHKIIMOHAIBHBIX XapaKTEPUCTHK MH(OPMALMOHHON CHUCTEMBI, HH(OPMALIMOHHBIX
TEXHOJIOTUH, 0cOOeHHOCTEN (PYHKIIMOHMPOBAHUSI HH(POPMALIMOHHOM CUCTEMBI (B TOM YHCIIE UCKIIOYEHUE
n3 06a3oBoro Habopa Mep, HENOCPEICTBEHHO CBS3aHHBIX C WH(GOPMALMOHHBIMU TEXHOJIOTHUSMH, HE
UCIOJIb3YEMBIMU B MH(pOPMAaIMOHHOM CUCTEME, WIH CTPYKTYPHO-(YHKIMOHATIBHBIMU
XapaKTepUCTHKaMU, HE CBONCTBEHHBIMU HH(POPMAIITMOHHON CHUCTEME);

YTOUYHEHHE aJanTHPOBAaHHOro Oa3oBoro Habopa Mep Mo oOecneueHHro Oe30MacHOCTH
MEPCOHANBHBIX JAHHBIX C YYETOM HE BBIOpaHHBIX paHEe Mep, NPUBEJIEHHBIX B MPUIOKEHUH K
HACTOSILIEMY JIOKYMEHTY, B pe3yjbTaTe 4Yero OMpEeAEISIOTCS Mephbl MO O00eCledYeHUI0 0e301MacHOCTH
MEPCOHANBHBIX JAHHBIX, HAIMPaBJICHHbIE HAa HEUTPaIU3allMI0 BCEX AaKTyaJbHBIX yrpo3 O€30MacHOCTH
NEPCOHATBHBIX JAHHBIX JUII KOHKPETHOW HH(POPMAIITMOHHONW CUCTEMBI;

JOTIOJTHEHWE YTOYHEHHOI'0 aJanTHpOBaHHOTO ©0a30Boro Habopa Mep 1o 00ecrnedeHHIo
0€30MaCHOCTH MEePCOHAIBHBIX JAHHBIX MEpaMHu, 00ECIIeYMBAIOIIMMH BHINOJTHEHUE TPeOOBaHUI K 3aIuTe
MNEPCOHANIBHBIX JAaHHBIX, YCTAHOBJICHHBIMHW WHBIMU HOPMATUBHBIMH IIPaBOBBEIMU aKTaAMH B o0JacTu
obecrieyeHrs: 6€30MaCHOCTH MEPCOHATIBHBIX JAHHBIX M 3alIUTHl HH()OPMAIIH.

10. [Ipn HEBO3MOXKHOCTH TEXHMUYECKOM pean3aliy OTAENbHbIX BRIOPAHHBIX MEp MO 00ECIeueHHUI0
0€30MaCHOCTH MEePCOHATBHBIX JaHHBIX, a TAKXKE C YYETOM YIKOHOMHUYECKON 11€71€CO00pa3HOCTH Ha ATarax
aganTanuu 6a30Boro Habopa Mep W (WJIM) YTOYHEHHUs aJanTHPOBAHHOTO 0a30BOro Habopa mMep MOTYT
pa3pabarbIBaTbCsi WHBIE (KOMIIEHCHPYIOIIUE) MEpHI, HalpaBlICHHbIE Ha HEUTPAJIH3aIMIO aKTyaJIbHBIX
yrpo3 6€30MacHOCTH EPCOHAIBHBIX JaHHBIX.
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B srom cinydae B xone pa3paOOTKU CHUCTEMbl 3alllUThl MEPCOHANBHBIX JaHHBIX IODKHO OBITH
MPOBEJICHO OOOCHOBAaHWE TPHUMEHEHHUS KOMIICHCHPYIOUIMX Mep uii olecreueHHust 0e30macHOCTH
MEePCOHANBHBIX JTaHHBIX.

11. B ciydae ompeneneHusi B COOTBETCTBUU ¢ TpeOOBaHMSAMHU K 3aIIUTE MEPCOHATIBHBIX MPH UX
00paboTke B MH(POPMALMOHHBIX CHCTEMAaX MEPCOHAIbHBIX JAHHBIX, YTBEPKIACHHBIMU IOCTAHOBJIEHUEM
[TpaButenscTBa Poccuiickoit deneparnu ot 1 HOos0ps 2012 1. N 1119, B xauecTBe akTyalbHBIX YIpo3
0€30I1aCHOCTH NEPCOHANbHBIX AAHHBIX 1-TO M 2-TO TUIIOB JIONOJIHUTEIBHO K MepaM I0 00eCHeueHUI0
0€30MacHOCTH TEPCOHATBHBIX [aHHBIX, YKAa3aHHbIM B IIYHKTE & HACTOSIIEr0 JOKYMEHTa, MOTYT
IPUMEHSATHCS CIETYIOLINE MEPBI:

MIPOBEPKA CUCTEMHOTO U (WJIH) MPUKIIATHOTO IPOTPaMMHOTO 00€CTIeueHH s, BKITI0UYask MPOTrpaMMHBIN
KOJI, Ha OTCYTCTBHE HEICKJIAPUPOBAHHBIX BO3MOXXHOCTEH C HCIIOJIb30BAHHEM aBTOMATH3MPOBAHHBIX
cpenctB u (niau) 0e3 UCTIOb30BaHUs TAKOBBIX;

TCCTUPOBAHUC HH(I)OpMaHHOHHOfI CUCTCMbI HAa IPOHUKHOBCHH

WCIIOJIb30BaHWE B MH(POPMAIIMOHHON CHUCTEME CHUCTEMHOTO W (WJIM) MPHUKIATHOTO IMPOrPaMMHOTO
obecrniedeHus, pa3pabOTaHHOTO C UCIIOIb30BAHUEM METO/IOB 3AIIMILEHHOTO MPOTrPAMMHUPOBAHHUSL.

12. TexHu4eckue Mephl 3alllUThl IEPCOHATBHBIX JTAHHBIX PEATU3YIOTCS MOCPEACTBOM IPHUMEHEHUS
CPEICTB 3auIuThl MH(OpMAalMK, B TOM YHWCJIE MPOTPAMMHBIX (IIPOrPaMMHO-aNMapaTHBIX) CPEACTB, B
KOTOPBIX OHU peain30BaHbl, UMEIOLMX He00XoauMble (PYHKIIUU O€30M1aCHOCTH.

[Tpy wucnonb30BaHMM B HMHPOPMALMOHHBIX CHUCTEMax CEPTU(UIUPOBAHHBIX MO TpeOOBaHUIM
0€30MacHOCTH HH(OPMALIUK CPEJICTB 3aLTUTHl HHPOPMAIUH:

B MH(POPMALMOHHBIX CHCTEMax | ypOBHS 3alIMIIEHHOCTH MEPCOHAJIBHBIX TAHHBIX MPUMEHSIOTCS
cpeacTBa 3aumUThl MHQopManuu He Huke 4 kiacca W 4 YpOBHS JIOBEpHs, a TaKKe CpelcTBa
BBIUHCIIUTEIBHON TEXHUKU HE HUXKE 5 Ki1acca;

(B pen. [Ipukaza ®CTOK Poccuu ot 14.05.2020 N 68)

B MH(POPMALMOHHBIX CHCTEMax 2 YpPOBHS 3alIMIIEHHOCTH MEPCOHAJIBHBIX IAHHBIX MPUMEHSIOTCS
CpeAcTBa 3allMThl HMH(OpMAlMM HE HIKE 5 Kiacca W 5 YpOBHsS JIOBEpHUs, a TaKXKe CpelacTBa
BBIUHCIIUTEIBHON TEXHUKU HE HUXKE 5 Ki1acca;

(B pen. [Ipukaza ®CTIK Poccun ot 14.05.2020 N 68)

B MH(OPMAIMOHHBIX CHCTEMaxX 3 YpPOBHS 3aIIMIIEHHOCTH MEPCOHAIBHBIX TAaHHBIX MPUMEHSIOTCS
cpencTBa 3amuThl HGOpMaIuu 6 Kilacca U 6 YpOBHS JIOBEpHsS, a TaKXKE CPEJACTBA BBIYMCIHTEIBHON
TEXHHUKHU HE HUXKE 5 Kiacca;

(B pen. [Ipukaza ®CTIK Poccun ot 14.05.2020 N 68)

B MH(OPMALMOHHBIX cHCTeMaxX 4 ypOBHs 3aIIMIIEHHOCTH MEPCOHAIBHBIX TaHHBIX MPUMEHSIOTCS
cpenctBa 3amuThl uHGOpMaruu 6 kiacca u 6 YpOBHS JIOBEPHS, a TAKXKE CPEACTBA BBHIYUCIUTEIbHON
TEXHUKH HE HIKE 6 Kiacca.

(B pen. [Ipukaza ®CTIK Poccun ot 14.05.2020 N 68)

Knaccer 3alllUTBl OMPCACIIAOTCA B COOTBCTCTBMM C HOPMATHBHBIMU TIPABOBBIMU dAKTaAMH,
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W3JaHHBIMA B COOTBETCTBUU C moamyHkToM 13.1 mynkrta 8 Ilomoxxkenmst o DenepanbHOl ciyx0e 1Mo
TEXHUYECKOMY UM OKCIOPTHOMY KOHTPOJIO, YTBepxkAeHHOro Ykazom IIpesupenra Pocculickont
®enepanuu ot 16 aBrycra 2004 r. N 1085.

YpoBHU J0BepHs YCTAHABIMBAIOTCA B COOTBETCTBHM C TpeOoBaHUSAMH TIO 0€30MacHOCTH
nH(pOpMalIUY, YCTaHABIMBAIOIIMMHU YPOBHU JOBEpPUS K CPEJICTBAM TEXHHUYECKOM 3alUThl UH(pOpMALIUK U
cpencTBamM obecriedeHusl 0e30MacHOCTH WH(OPMAIMOHHBIX TEXHOJIOTHA, YTBEPKICHHBIMUA MPUKA30M
OCTIK Poccun ot 30 uronst 2018 r. N 131 (3aperucrpupoBan Muntoctrom Poccuu 14 Hosiops 2018 r.,
peructpauroHHbld N 52686).

(a63arn BBeneH [Ipukazom @CTOK Poccun ot 14.05.2020 N 68)

[Ipu wucnonb3oBaHMM B  MHPOPMALMOHHBIX CHUCTEMAaxX CpPEICTB  3alUThl HHQOpMAIUH,
CepTU(UIIMPOBAHHBIX 110 TPEOOBAHUIM 0€30MaCHOCTH WH(POPMAIINH, YKa3aHHBIC CPEICTBA JIOJIKHBI OBITh
CepTHU(HUIMPOBAHBl HA COOTBETCTBHE OOs3aTENbHBIM TPeOOBAHMSAM IO OE30MAaCHOCTH WH(POPMAIHUH,
YCTAaHOBJICHHBIM HOPMATHBHBIMHU TIPABOBBIMH aKTaMH, WJIA TPEOOBAHUSM, YKa3aHHBIM B TEXHUYECKHUX
YCIIOBUSX (3aIaHUSX 11O 0€301aCHOCTH).

CDYHKI_II/II/I 0€e301acHOCTH CpCaCTB 3alllUThI I/IH(I)OpMaI_[I/II/I JOJI2KHBI o0ecneynBaTh BBINOJIHEHHE MCp
1o o0ecrneueHuI0 0€30MacHOCTH NEPCOHANIBHBIX JAHHBIX, COACPKAIIUXCA B HACTOAIICM JOKYMCHTC.

A63an yrpatuin cuiy ¢ 1 ssaBapst 2021 roga. - [Ipukaz ®CTOK Poccuu ot 14.05.2020 N 68.
(m. 12 B pen. Ilpukaza ®CTIK Poccun ot 23.03.2017 N 49)

13. Ilpu ucnonb30BaHUM B MH(POPMAIIMOHHBIX CUCTEMaxX HOBBIX WH(GOPMAIMOHHBIX TEXHOJOTHH H
BBISIBIICHUM JIOTIOJIHUTENBHBIX yrpo3 O€30MacHOCTH TIEPCOHANIBHBIX JIAHHBIX, JJIs KOTOPBIX HE
ompeseNieHbl Mephl 00ecreueHus] UX 0€30MacHOCTH, JOJKHBI pa3pabaThIBaThCsl KOMIIEHCHUPYIOLTUE MEphl
B COOTBETCTBHUHM C MYHKTOM 10 HACTOSIIEro JOKYMEHTA.

[Ipunoxenne

k CocTaBy U coiepKaHHIO
OpraHU3alUOHHBIX ¥ TEXHHYECKHUX
Mep o obecreueHH o 6€30MacHOCTH
MePCOHATIBHBIX JTAHHBIX MPH UX
00paboTke B MHPOPMAITMOHHBIX
CHCTeMaXx MEePCOHATBHBIX JaHHBIX

COCTAB U COOEP>XXAHUE
MEP NO OBECIMNEYEHUIO BE3ONMACHOCTU NEPCOHAJIbHbIX AAHHbIX,
HEOBXOOMMbIX AN1A OBECNEYEHUA KAXOO0Iro U3 YPOBHEN
SAWLUNLWEHHOCTU NEPCOHAJIbHbBIX AAHHbLIX

VYcnosnoe | Conepskanue Mep 1o oOecredeHn o 0€30MacHOCTH | Y POBHH 3alTUIIICHHOCTH
0603HaquHe MNEPCOHAIBHBIX TaAHHBIX NCPCOHAIBHBIX JAHHBIX
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Mpuka3 ®CT3K Poccvm ot 18.02.2013 N 21
(pen. ot 14.05.2020) [okymeHT npepoctasneH KoHcynbTaHTI0C

"06 yTBepxaeHun CocTaBa U COAEPXKaHWS OPraHN3aLMOHHBIX 1 TEXHMW... Hata coxparenua: 17.01.2022

1 HOMEp 4 3 2 1
Mepbl

I. Unentudukanus u ayreHTU(DUKAINSA CyOBEKTOB T0CTyNa U 00beKTOB goctyna (MTAD)

HNAD.1 Nnentuduxanus u ayTeHTHUKanus | + + + +
MOJIb30BaTENCH,  SABIAIOMUXCA  PaOOTHUKAMH
orneparopa

NAD.2 Nnentudukanus u ayreHTU(DUKAIIAS YCTPOUCTB, B + +
TOM 4YHCJE€ CTallMOHAPHBIX, MOOWJIBHBIX W
MOPTAaTUBHBIX

NAD.3 VYnpaienue wuaeHTH(UKATOpamMH, B TOM ducie| + + + +
CO3/1aHHueE, MIPUCBOEHHUE, YHUUTOXKEHUE
UACHTU(PHUKATOPOB

NAD .4 VYnpasieHue cpeacTBaMu ayTeHTU(UKAIUK, B TOM | + + + +

4uclie  XpaHEHWe, BblJaya, WHULUAIA3ALMI,
ONOKMpOBaHWE CPEIACTB  ayTeHTHU(DUKAUUU U
IPUHATHE Mep B cCiydae yTparbl M (WUJIH)
KOMITPOMETAIUU CPEACTB ayTeHTU(PUKATUN

HNAD.5 ammra obOpaTtHoi CBSI3U npu BBOHE| + + + +
ayTeHTU(UKALMOHHONW HH(POPMALIUU

HNAD.6 WNnentudukarus )54 ayreHTUUKaus | + + + +
M0JIb30BATENCH, HE SBIAIOIIUXCS pPAOOTHUKAMH
orepaTopa (BHEUTHUX MOJIb30BaTeNeH )

II. YopaBnenue 1ocTynom cyobeKToB JocTyma kK o0bekTam poctyna (YIII)

VIII.1 VYnpasnenue (3aBeneHue, aKTUBaUMs, | + + + +
OJIOKHpPOBAaHME€ H  YHUYTOXKECHHE)  YYCTHBIMU
3aMUCsIMH I10JIb30BaTeNIei, B TOM YMCJI€ BHEIIHUX
ITOJIb30BAaTEIICH

VIIA.2 Peamm3zanmsa HEO0O0X0IMMBIX METOH0B| + + + +
(AMCKpEeMOHHBINA, MAaHIATHBINA, POJIEBON UM MHOU
METOJ), TUIOB (YT€HHE, 3aMUCh, BBHITOTHEHUE WITH
WHOM TUN) U MPABUJI pa3rpaHUuEHUsI T0CTYTa

VIIA.3 VYnopasnenue — (punbTpauus, — MapmpyTazanus,| + + + +
KOHTPOJIb COEMHEHMH, OJIHOHAIpPaBJICHHAS
meperadya M HHBIE  CIOCOOBI  yIpPaBJICHUS)
MH(OPMALIMOHHBIMU MOTOKaMH MeXy
YCTPOHCTBaMHU, CETMEHTaMH HH()OPMALMOHHON
CHCTEMBI, a TaKXe MeXAy HH()OpPMaIMOHHBIMU
CUCTEMAaMHU
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VIIJL.4

Paznenenne nomnomouunii (posieid) monab3oBaTeseH,
aJIMHUHHACTPATOpPOB W  JIUI, OOECICUNBAIONINX
(GyHKIMOHUPOBaHUE HH()OPMAITMOHHON CUCTEMBI

VIIJLS

Ha3nauenue MUHUMAaNbHO HEOOXOIMMBIX IPaB U
MIPUBWJIETHI MOJIB30BATENSIM, aIMUHUCTPATOpaM U
aumaM, o0ecneunBalomMM  (PYHKIIMOHUPOBAHHE
MH(OPMALIMOHHON CUCTEMBI

VIIJL.6

OrpaHnyeHHE HEYCICUIHBIX TOMBITOK BXO/Aa B
MH()OPMATMOHHYIO cuctemy  (moctyma K
MH(POPMAITMOHHOMN CHCTEME)

VIIJL.7

[Ipenynpexaenue mojab30BaTelNs MPU €ro BXOJE B
WHPOPMAIIMOHHYIO CHCTEMY O TOM, 4YTO B
MH(OPMALIMOHHON CHCTEME pealn30BaHbl MEPHI O
obecriedeHn0  0€30MAaCHOCTH  MEPCOHAIBHBIX
JaHHBIX, U O HEOOXOJMMOCTH COONIOACHUS
YCTQHOBJICHHBIX OIEPATOPOM IMpPaBHI 0OpabOTKH
MEPCOHANBHBIX JaHHBIX

VIIA.8

OmnoBerieHue IMOJIb30BATENs IOCIE  YCIIELIHOTO
BX0Jla B HMH(POPMALMOHHYIO CHUCTEMY O €ro
IpebIAYIIEeM BXO€ B MHPOPMALIMOHHYIO CUCTEMY

VIIJL9

OrpannyeHue uyuciaa MNapalyICNIbHBIX — CEaHCOB
JocTynma Uil KaXJIOM  Y4eTHOM  3amucu
T10JIb30BaTENs HHPOPMAIIMOHHOM CHCTEMBI

VIIJL10

brnoxupoBanue ceaHca JocTyna B
MH(POPMALMOHHYIO CUCTEMY nocie
YCTaHOBJIEHHOT'O BpPEMEHHU Oe3nelicTBUA
(HEaKTUBHOCTH) MOJIb30BATENISI UJIH 10 €T0 3aIpoCcy

VIIA11

Pa3pemenne (3ampeT) AeWcTBUN MONb30BATENEH,
pa3pemeHHbIX 10 HJEeHTU(DUKAITIN "
ayTeHTU(UKALUU

VIIA.12

IMonnepxka u COXpaHEHHE aTpuOyTOB
6e30macHOCTH (METOK 0€30MacHOCTH), CBSI3aHHBIX
c uHpopmalnMen B TIpolLecce ee XpaHeHHs U
00paboTKn

VIIJL13

Peanuszanust 3amMIEeHHOr0 YyIaJ€HHOTO JOCTYIa
CyOBEKTOB JOCTyNma K OOBEKTaM JOCTymHa 4epe3
BHEILITHUE
MH(POPMAIIMOHHO-TEJIEKOMMYHUKAITMOHHBIE CETH
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VIIJL 14

PCFHaMeHTaHI/IH U KOHTpPOJIb HCIIOJIb30BaHUA B
UH()OPMAIMOHHOI CHCTEME TEXHOJIOTHI
6ecrpoBOIHOTO JOCTyIA

VIIZL15

PernamenTanuss u KOHTPOJIb HCIOJIb30BAHUS B
nH(OPMALIMOHHOU CUCTEME MOOUJIBHBIX
TEXHUYECKUX CPEJICTB

VIIJL16

VYnpasnenue B3aMMOJICHCTBHEM c
WHPOPMAIIMOHHBIMA ~ CHUCTEMaMH  CTOPOHHHUX
OpraHH3aIHi (BHETIIHUE WH(POPMAaIMOHHBIE
CUCTEMBI)

VIIL.17

ObecrieyeHre JOBEPEHHOW 3arpy3Kd CpEICTB
BBIYUCIIUTEIILHON TEXHUKU

II1. Orpanunuenue nporpammuoi cpenst (OI1

9

OIlIC.1

VYupasnenue 3aIyCKOM (oOpareHusIMN)
KOMITOHCHTOB MTPOTPaMMHOTO OOECIICUCHUs, B TOM
quclie ONpeiesieHUue 3aMyCKaeMbIX KOMIIOHEHTOB,
HACTpOWKa MapaMEeTpOB 3allyCKa KOMITOHEHTOB,
KOHTPOJIb 3a 3aIyCKOM KOMIIOHEHTOB
MPOrpaMMHOTO 00ecTIeueHUs

OIIC.2

VYpasnenue YCTaHOBKOM (uHCTAIIALMEN)
KOMIIOHEHTOB MPOTrpaMMHOT0 00eCeueHHsl, B TOM
qHCcJIe ONpEeJe/IeHNEe KOMIIOHEHTOB, IMOJUIEkKAIUX
YCTaHOBKE, HAaCTpOilka IIapaMeTpOB YCTAHOBKH
KOMIIOHEHTOB, = KOHTpPOJb 32  YCTaHOBKOM
KOMIIOHEHTOB IPOTrPaMMHOI0 00ecTIedeHus

OIIC.3

YcTaHoBKa (MHCTAJUIANNA) TOJIBKO pa3pelieHHOro
K HCIOJIb30BAHUIO TTPOTPAMMHOTO OOCCIICUCHUS |
(1nM) ero KOMIIOHEHTOB

OIIC.4

VYnpasieHue BpeMeHHbIMH (aiijiaMu, B TOM 4YHCIIe
3ampeT, paspelleHue, NepeHanpaBlieHue 3alucH,
yJaJIeHue BPEMEHHBIX (aiiion

IV. 3amuTa MalmMHHBIX HOCUTEJIEeH epcoHanbHBIX TaHHBIX (3HN)

3HU.1

YdeT MalIMHHBIX  HOCHUTEJIeH NEPCOHAIBbHBIX
JaHHBIX

3HN.2

praBHeHHe JOCTYIIOM K MalllMHHBIM HOCHTCIAM
MEPCOHANIBHBIX JAHHBIX

3HU.3

KonTposp mnepeMelieHns MalIMHHBIX HOCHUTENIEH
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MEePCOHAIbHBIX JTAHHBIX 3a MpeeIibl
KOHTPOJIUPYEMOI 30HbBI

3HN.4

Hckmrouenue BO3MOXXHOCTH
HCCAHKIITMOHUPOBAHHOI'O O3HAKOMJICHHA C
COACPIKAHUEM NEPCOHAIBHBIX JaHHBbIX,
XpaHAIIUXCA Ha MAIIMHHBIX HOCHUTCIIAX, U (I/IJ]I/I)
HCIIOJIb30BaHUS HOCUTEICH MCPCOHAJIBHBIX JAHHBIX
B UHBIX HH(i)OpMaI_II/IOHHLIX CHUCTEMAax

3HN.5

Kontpons wucnonb3oBanusi uHTEp(dEiicoB BBOIA
(BpIBOJIa) MH(pOpPMAIMM HA MAIIMHHBIE HOCHUTEIH
MEPCOHATBHBIX JJAHHBIX

3HI.6

Kontpons BBoma (BeiBoga) wuHMOpManuu Ha
MAalIMHHbIE HOCUTENH MEPCOHANBHBIX JTAaHHBIX

3HN.7

KoHTpoJsib MOAKIIOUEHHUS] MAIIMHHBIX HOCHUTEIEH
MEePCOHANIBHBIX JAHHBIX

3HI.8

YHuutoxkeHue (CTUpaHue) WiId 00e3NInYrBaHue
MEePCOHAIBHBIX JIAHHBIX HAa MAITUHHBIX HOCHTEIISX
IpyH HMX Tepeqadye MeXAy TIOJb30BaTesIMH, B
CTOPOHHHE OpraHu3alid JUIsl PEMOHTa WIIH
YTUIU3allUK, a TakKe KOHTPOIb YHHYTOXKEHUS
(cTupanust) U 00e3TMUNBAHUS

V. Perucrpanus coosituii 6e3onacHoctu (PCBh)

PCh.1

Omnpenenenue coOBITUH 0e30macHOCTH,
MOATIEKAIUX PETUCTPAIIMH, U CPOKOB X XPaHEHUS

+

PCb.2

Onpenenenue cocTaBa u coJiep>KaHus
uHpopManui 0  COOBITUAX  OE€30IAaCHOCTH,
MOAJIEKAIUX PETUCTPALNH

PCB.3

C6op, 3amMch W XpaHeHME HH(pOpMAIMU O
COOBITHAX 0e30macHOCTH B TEUYEHUE
YCTAHOBJICHHOTO BPEMEHU XpaHEHHUs

PCb.4

PearupoBanue Ha cOOU MPHU PETUCTPALIUN COOBITHIA
0€30MacHOCTH, B TOM YHCJIE allllapaTHbIE W
MporpaMMHBIe OITHOKHU, cOOM B MexaHH3Max cOopa
nHpOpMaMM ®  JIOCTMDKCHHE Tpejesia  WIH
MIEePETIOTHeHHs 00beMa (EMKOCTH ) TTaMSITH

PCb.5

MounutopuHr (TIPOCMOTp, aHaNU3) pPe3yJabTaTOB
perucTpanuu coOBITHI 0€30macHOCTH "
pearupoBaHue Ha HUX
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PCb.6

['enepupoBanne BpEeMEHHBIX METOK M (WJIK)
CUHXPOHU3AIIHS CUCTEMHOTO BpEMEHU B
MH(POPMAIIMOHHOH cHUCTEMe

PCB.7

3amuTa HHPOPMAITUHN O COOBITUSX OE€30MACHOCTH

VI. AutuBupycHas 3ammuta (AB3)

AB3.1

Peanusanus aHTUBUPYCHOU 3aILUTHI

AB3.2

OOHoOBIEHHE 0a3nl JaHHBIX IIPHU3HAKOB
BPCAOHOCHBIX KOMITBIOTCPHBIX IporpamMmm

(BUpYyCOB)

VII. O6napy-xenue Bropxenuit (COB)

COB.1

Obnapy>xeHue BTOp)KEHUN

COB.2

Oo6HoBNEHNE 0a3bl PEHIAOIINUX MPABUI

VIIL

KonTpo:s (aHanu3) 3auieHHOCTH ePCOHATBHBIX

nanabix (AH3)

AH3.1

BrisiBienue, aHaJIn3 YSI3BUMOCTEU
MHQOPMAIIMOHHOM  CHUCTEMBI U  ONEpPaTHUBHOE
YCTpPaHEHHUE BHOBb BBISIBIICHHBIX YA3BUMOCTEMN

+

+

AH3.2

KoHTpoib ycraHOBKHM OOHOBIEHHI IPOrpaMMHOTO
obOecrieueHusl, BKJIIOYas 00OHOBIIEHHE
IIPOrpaMMHOTO  OOECTEeYeHUsl CPEJICTB 3aIlUTHI
uHpopmanuu

AH3.3

Kontpons  paboTocnmocoOHOCTH,  HapameTpoB
HaCTPONKU U TMPaBUIBHOCTH (YHKIIMOHUPOBAHUS
IIPOrpaMMHOT0 OOECTIeUeHUsI U CPEJCTB 3aIUTHI
uHpopmanuu

AH3.4

KoHTposnb  cocraBa  TEXHHUYECKHUX  CPEACTB,
MIPOrPaMMHOT0 O0ECTIeYeHUsT U CPEJCTB 3aIlUTHI
nHpopManuu

AH3.5

KoHTponb mpaBuil reHepani U CMEHBI Hapojei
II0JIb30BATENIEH, 3aBEIEHUS M YNAJI€HHUS YYETHBIX
3amuCcCell  TOJIb30BATENICH, peaJn3aluy  IpaBUIL
pasrpaHuyYeHUs JI0CTYyTIa, IIOJIHOMOYUI
oJib30BarTesei B uHGOpMaLlMOHHON CUCTEME

IX. Obecnieuenne 11eT0CTHOCTH HHPOPMAITMOHHON CHCTEMBI U TIEPCOHATBHBIX JTAHHBIX

(98829)
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OLJI.1

KonTpo:s LIEJIOCTHOCTHU IIPOrpaMMHOI0
o0ecrnieueHus, BKJIFOYAst MIPOrpaMMHOE
o0ecriedeHre CpeICTB 3alUThl HHPOpMALUU

OLlJL.2

KoHTposib 11€I0CTHOCTH TMEPCOHAIBHBIX JaHHBIX,
cojepkammxcs B 0a3zax JaHHBIX WH()OPMAIMOHHOM
CHUCTEMBI

OLJL.3

OOecnieueHre  BO3MOKHOCTH ~ BOCCTAHOBJICHUS
MIPOrPaMMHOI0 obecrnieueHus, BKJIFOYAst
porpaMMHOE 00ecreueHHe CpEeICTB  3aIIUTHI
uH(popMalUK, NP BO3HUKHOBEHHWH HEIITATHBIX
CUTYyalHil

OLJIL.4

OO6HapyxeHue U pearupoBaHue Ha MOCTYIICHUE B
MHPOPMALIMOHHYIO CHCTEMY HE3aIllpalIiBaeMbIX
ANEKTPOHHBIX COOOLIEHUH (IUCEM, TOKYMEHTOB) U
UHOW  uH(popMalMM, HE  OTHOCALUIMXCA K
(GYHKIMOHUPOBAHUIO WH(POPMALMOHHON CHCTEMBI
(3amuTa OT criama)

OLULS

KonTpons CoJlepKaHus uHpOpMaLuy,
nepeaaBaeMoil w3 WHGOPMAIMOHHOW CHCTEMBI
(KOHTEeHEepHBIN, OCHOBaHHBIH Ha  CBOMCTBax
oObekTa  jgoctyna, M  (WIM)  KOHTEHTHBIMH,
OCHOBAHHBIN Ha IIOUCKE 3alpelIeHHON K Iepenayde
nH(pOpMaLIUU C UCTOIb30BAaHUEM CUTHATYpP, MAaCOK
U MHBIX METOJIOB), U MCKIIIOUCHHE HETPaBOMEPHOM
neperauv  MHGoOpManuM U3  HMH(YOpPMaMOHHOU
CHUCTEMBI

OLUL6

OrpanuueHve mpaB IMOJb30BaTeNel MO BBOAY
uHpopMalnuu B HHYOPMAITMOHHYIO CUCTEMY

OLUJL.7

KOHTpOib TOYHOCTH, MOJHOTHI M IPABWIBHOCTH
JAaHHBIX, BBOJUMBIX B MHPOPMAIIMOHHYIO CUCTEMY

OLUL8

KoHnTponb ommOouHbIX AEHCTBUI MOJIb30BaTENeH
o BBOAY U (W1IM) TIepenade NEepCOHAIBHBIX
JTaHHBIX W TPEyNpekJeHUue Ioib3oBareneil 06
OLIMOOYHBIX JIEHCTBUAX

X. Obecrnieuenne q0cTymHOCTH niepcoHanbHbIX JaHHBIX (OT)

OAT.1

Hcnonp3oBaHre OTKA30yCTONYMBBIX TEXHHUUECKUX
CpENCTB

OJIT.2

PesepBupoBanue TEXHUYECKUX CpPEICTB,
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MPOrPaMMHOTO OOECIICYCHHs, KaHAJOB Iepeladyn
nHpopManuu, CpEICTB obecrieueHust
(GyHKIMOHUPOBAHUS HH(POPMAITMOHHON CHCTEMBI

OAT.3

Konrpons  6e30Tka3HOro  (pyHKIIMOHUPOBAHHSA
TEXHUYECKHUX CpEICTB, oOHapykeHue u
JOKaIU3aLus OTKa30B (yHKIIMOHUPOBAHUS,
IIPUHATHE MEp 0 BOCCTAHOBJIEHUIO OTKAa3aBILUX
CPEICTB U UX TECTUPOBAHUE

OJIT.4

[Tepuoamueckoe pesepBHOE KOIMPOBaHHE
NePCOHATBHBIX JaHHBIX HA PE3EPBHBIC MAIIMHHBIC
HOCHUTCIIU IICPCOHAJIBHBIX JaHHBIX

OJIT.5

ObecrieyeHre  BO3MOXKHOCTM ~ BOCCTAHOBJIEHUS
NEPCOHAJBHBIX JIAHHBIX C PE3EPBHBIX MAaIIMHHBIX
HOCHUTEJIEH IEepPCOHANbHBIX JaHHBIX (PE3EpPBHBIX
KOIMi{) B TE€YEHHWE YCTAHOBJIECHHOI'O BPEMEHHOIO
UHTEpBaJa

XI. 3amuta cpensl BupTyanusaiuu (3CB)

3CB.1

Wnentudukanuss u ayreHTUOUKAIMS CyObEKTOB
JI0CTyna M OOBEKTOB JOCTyNa B BHUPTYaJbHOU
UHPPACTPYKTYpE, B TOM YHCIE aAMUHUCTPATOPOB
VIIpaBJICHUS CPEICTBAMH BUPTYAITH3AIAN

3CB.2

VYnopaBieHue J0CTyNOM CYOBEKTOB JOCTymna K
00BbeKTaM J0CTyTa B BHUPTYaIbHOU
nH(ppacTpykType, B  TOM  4YHUCJIE€  BHYTPH
BUPTYaJIbHBIX MaIllH

3CB.3

Perucrpanus COOBITHI 0e30macHOCTH B
BUPTYaJIbHOU HH(PACTPYKType

3CB4

VYupasnenue  (QuimbTparus, — MapuIpyTH3aIus,
KOHTPOJIb COEIMHEHMS, OJIHOHAIIpaBJIEHHAas
mepefada) MOTOKaMH  WHMOpMAIMU  MEXIy
KOMITOHEHTaMU BUPTYAJIbHONH HH(PACTPYKTYPHI, a
TaKxke o epuUMeTpy BUPTYJIBHOU

UHPPACTPYKTYPHI

3CB.5

JloBepeHHas 3arpy3ka CEpBEpOB BHUPTyalM3aLlUH,
BUPTYJIbHOW MaIIMHBI (KOHTEWHEpa), CEPBEPOB
YIPaBJICHUS BUPTyaIu3aluen

3CB.6

YrpasieHue nepeMenieHneM BUPTYaTbHbIX MAIIUH
(koHTEHHEpOB) W o0O0OpabaThIBaeéMBIX Ha HUX
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JaHHBIX

3CB.7 KonTpo:s L[EJIOCTHOCTHU BUPTYaJIbHON + +
HH(PPACTPYKTYPHI U €€ KOHPUTypaIui

3CB.8 Pe3epBHOE KOIIMpPOBAHUE JaHHBIX, PE3EPBUPOBAHUE + +
TEXHUYECKUX CpPEJICTB, MIPOTrPaMMHOT0
o0OecrieueHrs BHUPTYaJbHOM HH(PACTPYKTYpHI, a
TAaKK€ KaHAJIOB CBSI3W BHYTPU BUPTYaJIbHOM

UH(PACTPYKTYpPHI

3CB.9 Peamuszanmss W ylnpaBleHHE  aHTUBUPYCHOH + + +
3alIUTON B BUPTYaJIbHOU MHPPACTPYKTYpE

3CB.10 Pa3Ouenue BupTyanbHOW UHPPACTPYKTYPHl Ha + + +
CETMEHTBI (cermMeHTHpOBaHUE BHUPTYaJIbHOU
uHGPaCTPyKTYyphl) ANt 00pabOTKU MEePCOHAIBHBIX
JAHHBIX OTACIIbHBIM TOJIb30BaTeIeM U (HJIN)
TpYMION MOJIb30BaTeeH

XII. 3amuta Texundeckux cpencts (3TC)

3TC.1 3amura uH(popMaIuuy, oOpabaTbIBacMoOi
TEXHUYECKHUMH CpPEJCTBAMH, OT €€ YTCUKH II0
TEXHUYECKUM KaHallaM

3TC.2 Opranuzanus KOHTPOJIMPYEMOH 30HBI, B Ipeneiax
KOTOPOM IOCTOSHHO pa3sMELalTCs CTal[lOHapHBIE
TEXHUYECKHE CpEICTBa, oOpabatbIBaroye
nH(pOpPMALINIO, U CPEJCTBA 3alUTH HHPOpMaIUH, a
TaKXe cpeJcTBa obecreueHus! PyHKIIMOHUPOBAHUS

3TC.3 KonTtpons u ynpasienue GU3N4eCKUM JTOCTYIIOM K| + + + +
TEXHUYECKUM CpEICTBaM, CpPEICTBAM  3alllUThI
uHpopManuy, CpeacTBam obecrieueHus

(GYHKIMOHUPOBAHUS, a TaKXKe B TIOMEIICHUS |
COOpPYXKEHHs, B KOTOPBIX OHH YCTAHOBIIECHBI,
UCKJTIOYAIOIINe HECAHKIIMOHUPOBAHHBIN
¢usnyeckuif J1OCTym K CpeAcTBaM 00paboTKU
nH(poOpMaIuu, CpeacTBaM 3aluThl HHPOpMaAIUA 1
cpeactBaM  obecnieueHUs  (YHKIIMOHHPOBAHUSA
WHPOPMAIIMOHHON CHUCTEMBI, B TIOMEIICHUS H
COOpY>KEHHsI, B KOTOPBIX OHU YCTaHOBJICHBI

3TC.4 Pa3memnienue ycTpoiicTB BbIBoja (oToOpaxeHwus)| + + + +
uH(popmanuy, HCKJIIOYAOIIIee ee
HECaHKIIMOHUPOBAHHBINA TPOCMOTP
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3TC.5 3ammMra OT BHEIIHMX BO3JEUCTBHI (BO3IEUCTBUI
OKpY>Karomien cpenpl, HECTaOMIbBHOCTH
ANEKTPOCHAOKEHUS, KOHAUIIMOHUPOBAHUS U MHBIX
BHEIIHUX (haKTOPOB)

XIII. 3amuTa nHGOPMAIIMOHHON CUCTEMBI, €€ CPEJCTB,
cucrteM cBs3u U nepenaun qanubix (3UC)

31C.1 Paznenenne B WHGOPMALMOHHON  cUCTEMe +
GyHKIMA 1O yIpaBiIeHHUIO (aIMHUHUCTPUPOBAHUIO)
MHGOPMAIIMOHHOM CUCTEMOH], YIIPaBIECHUIO
(aAMUHHMCTPUPOBAHUIO) CUCTEMOM 3alIUTHI
MEPCOHATBHBIX JAaHHBIX, (QYHKIHMA 1O 00paboTkKe
NEPCOHAJBHBIX JIAaHHBIX M  UHBIX  (YHKIMH
MH(POPMAIIMOHHON CUCTEMBI

31UC.2 [IpenoTBpaiieHue 3aJepKKH WIM IPEpPbIBAHUA
BBITTOJTHEHUS! TIPOIIECCOB C BBICOKUM IPHOPUTETOM
CO CTOPOHBI IIPOIIECCOB ¢ HU3KUM MPUOPUTETOM

31UC.3 ObecrieueHue 3alUThl IEPCOHANBHBIX JAHHBIX OT| + + + +
PacKpbITHA, MOAN(DUKAIIMY U HaBSA3bIBaHUS (BBOJA
JO)KHOM  MHpopManuu) TMpu ee  Iepeaaye
(moaroroBke K Imepenaye) MO KaHalaM CBS3H,
MMEIOIIMM BBIXOJl 3a TPENeNbl KOHTPOIHPYEMOH
30HBI, B TOM 4HcJie OECIPOBOAHBIM KaHAIaM CBSI3U

31C.4 ObecrieueHre JOBEPEHHBIX KaHajla, MaplipyTa
MEXIy aJMHHHUCTPATOPOM, THOJb30BAaTEIEeM U
cpeacTBaMHu 3aliuThl uMHpopManuu (pyHKUMAMU
0€30IaCHOCTH CPEJCTB 3aLIUThI HH(OPMAIUN)

3UC.5 3anper HECaHKIMOHUPOBAHHOU yIaJIeHHON
aKTUBallMM BHJIEOKaMep, MHKPO()OHOB U HHBIX
nepuepuiHbIX  YCTPOMCTB, KOTOpble  MOTYT
aKTUBHUPOBATbCS  yJNAJIEHHO, W  OIOBEIICHHE
noJib30BaTesei 00 aKTUBALMU TaKUX YCTPOMCTB

31C.6 Ilepeqaya ¥ KOHTPOJb IIEIOCTHOCTH aTPUOYTOB
6e30macHOCTH (METOK 0€30MacHOCTH), CBSI3aHHBIX
C MEpPCOHAIBHBIMU JaHHBIMHU, NP OOMEHE MMHU C
WHBIMU HH()OPMAITMOHHBIMU CHCTEMAMU

3UC.7 KoHTpoJIb CaHKIIMOHUPOBAHHOTO M HCKIIOYEHUE
HECaHKIIMOHUPOBAHHOTO HCITOJIb30BaHUS
TEXHOJOTHH MOOWJIBHOIO KoJa, B TOM 4YHCIIE
perucTpanus COOBITH, CBSI3aHHBIX c
HCIIOIL30BAHMEM TEXHOJIOTHI MOOHWIBLHOIO KOJa,
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X aHaJIu3 Hu peaFI/IpOBaHI/IC Ha HapymeHI/ISI,
CBSI3aHHBIE C  MCIOJIB30BAHHEM  TEXHOJIOTHHA
MOOWJIBHOTO KOIa

31C.8 KOHTpOb CaHKUMOHMPOBAHHOIO M HCKIIOYEHHE
HECaHKITMOHUPOBAHHOTO HCIIOJIL30BAHUS
TEXHOJIOTMI TmepeJayd pedyd, B TOM UHCIE
perucTpanms COOBITHH, CBSI3aHHBIX c
WCIIOJIb30BAaHUEM TEXHOJIOTHH Mepe/layd pedu, uxX
aHAIM3 W  pearupoBaHWe Ha  HapYIICHWUS,
CBS3aHHBIE C  HMCHOJL30BAaHUMEM  TEXHOJIOTHMHA
nepeaavu peuu

3UC.9 KoHTposib CaHKIIMOHUPOBAHHOW M HUCKJIIOUYEHHUE
HECaHKIIMOHUPOBAHHON nepeaaqn
BHJIcOMH(OpPMAIIMKA, B TOM YHCIE PErHUCTPALHS
COOBITHI, CBSI3aHHBIX c nepeaayven
BHIcOMH(OpPMAIINH, UX aHAJIU3 U pPearupoBaHUEe HA
HapyLIEHUS, CBSI3aHHBIE c nepenayen
BHIcOMH(OpMaIuu

3UC.10 IlonTBepkieHNE  TPOUCXOXKICHUS  MCTOYHHKA
nH(popmManuy, MIOJTy4aeMOM B rporecce
ONpENIEIICHUsI CETEBBIX AaJPECOB IO CETEBBIM
MMEHAM WA ONpEACNICHUsS CETEeBBIX HWMEH I10
CETEBBIM aJipecam

3UC.11 O0ecnieueHre NOAIUHHOCTH CETEBBLIX COEIUHEHUI + +
(ceaHcoB B3aMMOJEHCTBUSI), B TOM YHCIE IS
3allUTBl  OT TOJAMEHBI CETEBBIX YCTPOMCTB U
CEPBUCOB

31C.12 Hcknrouenue BO3MOKHOCTHU OTPULIAHHUS
nmoyib3oBareseM (akTa OTHPABKH TMEPCOHATBHBIX
JAHHBIX JPYTrOMY MOJIb30BATENI0

3UC.13 Uckmrouenue BO3MO>KHOCTH OTPULIAHUS
MoJTb30BaTeeM (pakTa TOJYYCHHS MEePCOHATBHBIX
JAHHBIX OT IPYTOTo MOJIb30BATENS

31C.14 Hcnonb3oBanue YCTPOMCTB TEPMUHAIBHOTO
JoCTyTIa ISt 00pabOTKH MEPCOHATBHBIX JAHHBIX

3UC.15 3amura ApXUBHBIX (haiinos, mapaMeTpoB + +

HACTPOMKH CpEACTB 3alIUThl HMHQPOPMALUH |
ImporpaMMHOIO oOecrneueHnsT 1 HHBIX JaHHBIX, HE
MOJUIeXkKAIUX W3MEHEHHMIO B Ipolecce 00paboTKU
HEPCOHAIBHBIX JTAHHBIX
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3UC.16

BroisaBienne, aHanu3 v OJOKMpOBaHUE B
MH(OPMALIMOHHONW CHCTEME CKPBITHIX KaHAaJOB
nepenayn HHGOPMAIMKU B 00XO0Jl pean30BaAHHBIX
ME€p WM BHYTPU  Pa3pELICHHBIX  CETEBBIX
IIPOTOKOJIOB

3UC.17

PazOuenne  uwHOpMAMOHHOW  CHCTEMBI  Ha
CerMEHThl (CEerMEHTHpOBaHHE HWH(OPMALIMOHHON
cucTeMbl) W oOecrieueHHe 3alluThl MEPUMETPOB
CErMEHTOB HH(POPMAIIMOHHOMN CHUCTEMBI

3UC.18

Obecrnieuenue 3arpy3Ku u HCIIOJIHEHUS
MPOrpaMMHOTO  O0ECIEUeHUsT C  MAIIUHHBIX
HOCHUTEJIEW MEPCOHAIBHBIX JAaHHBIX, JOCTYIHBIX
TOJBKO IS YTE€HHUS, U KOHTPOJb LEIOCTHOCTH
JAHHOTO MPOrPAMMHOTO OOeCTIeueHus

31C.19

M3omsiius poreccoB (BBIMOIHCHHE MPOrpaMM) B
BBIJIEJIEHHON 00J1aCTH aMATH

31C.20

3amuTa 0eCIPOBOTHBIX COCITUHCHHUI,
NPUMEHSEMbIX B HH()OPMAITHOHHOMN CUCTEME

XIV. BoisBrnenue MHIMIEHTOB U pearupoBanue Ha Hux (MTHLI)

WHIL1

OnpeneneHHe JIMI], OTBECTCTBCHHBIX 34 BBIABJICHUC
HHOUACHTOB U p€arupoBaHn€ HAa HUX

WHIL.2

OOHapyxeHue, HMICHTU(UKALUS U PErHCTPaLUs
WHIMICHTOB

WHIL3

CBoeBpemMeHHOE MH(GOPMHUPOBaHUE 1,
OTBETCTBEHHBIX 3a BBIABICHHE WHIUJICHTOB U
p€arupoBaHuc Ha HHX, (6] BO3HUKHOBCHHUUN
UHIUJIEHTOB B MH(POPMALMOHHOM  cucteme
IMOJIB30BATCIIIMU U aIMUHUCTPATOpaAMU

VHIL .4

AHaJW3 WHIHUACHTOB, B TOM YHCJIE ONpEACICHUE
HCTOYHUKOB u MIPUYUH BO3HUKHOBEHHUS
HHIUICHTOB, a TaK)Ke OIIEHKA MX ITOCIICACTBHIA

VHILS

[IpunsTe Mep MO YCTPaHEHUIO MOCIEACTBUIA
WHIUJICHTOB

VHIL6

[InanupoBanue u MIPUHATHE Mep o
MPEAOTBPALIEHUIO TTOBTOPHOTO BO3HUKHOBEHHMS
VHIIAJIEHTOB

XV. Ynpasnenue koHpurypamueit nHGOpPMAITMOHHONW CHCTEMBI M CUCTEMBI 3aIUThI
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nepcoHanbHbIX JaHHBIX (YK®)

YK®.1 Onpenenenue aull, KOTOPbIM pa3pelieHbl 1eHCTBUS + + +
[0 BHECEHUIO M3MEHEHHH B KOH(UTYpauuio
MH(POPMAIIMOHHON CHCTEMBI W CHUCTEMBI 3aIIUTHI
NEePCOHATILHBIX TaHHBIX

YK®.2 VYnpasnenue M3MEHEHUSIMU KOH(pUTyparm + + +
MH()OPMAIIMOHHONW CHCTEMBI M CHUCTEMBI 3allUTHI
MEPCOHANBHBIX TAHHBIX

VK®.3 Ananus MOTEHIIUATILHOTO BO3/ICUCTBU + + +
IUIAHAPYEMBIX ~HM3MCHCHH B  KOH(UTYpaluu
MH()OPMALIMOHHOW CHCTEMBI M CUCTEMBI 3alllUTHI
MEPCOHAJIBHBIX JAHHBIX Ha OOECICUECHUE 3aIIUTHI
MEePCOHANBHBIX  JAaHHBIX W COIJIACOBAHHE
U3MEHEHUH B KOHQUrypauuu HHPOPMAIMOHHOU
CHUCTEMBI C JOJDKHOCTHBIM JIUIIOM (paOOTHHKOM),
OTBETCTBEHHBIM 3a o0OecreueHue 0e30MmacHOCTH
MEPCOHANBHBIX JaHHBIX

YK®.4 JlokymeHnTupoBanue wuHpopmanuu (JAaHHBIX) 00 + + +
W3MEHEHUAX B KOH(UTrypaluu HHQOPMaIMOHHOU
CHCTEMBbl W CHCTEMBl 3alllUThl IEPCOHAIBHBIX
TAHHBIX

"+" - Mepa no obecreueHn0 0€30MaCHOCTH MEPCOHATBHBIX JIAHHBIX BKIIOYEHA B 0a30BbIi HaboOp
Mep JUTSl COOTBETCTBYIOIIETO YPOBHS 3aIHIICHHOCTH MEPCOHATBHBIX JIaHHBIX.

Mepsbl o olecrieueHrto 0€30MaCHOCTH MEPCOHATBHBIX JTaHHBIX, HE 00O3HauYeHHBbIE 3HAKOM '+,
MIPUMEHSIOTCS TIPU aJanTaiuu 6a30BOT0 Habopa Mep W YTOYHEHUHU aJanTUPOBAaHHOTO 0a30BOTO Habopa
Mep, a TaKke MpU pa3paboTKe KOMIIEHCUPYIOIIUX MEpP MO 00eCIeYeHHI0 0e30MacHOCTH MEPCOHATBHBIX
JIAHHBIX.
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